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Restrict Users Access To C Drive

Restrict Users Access To C Drive through Group Policy

Tips:

® You can configure the Group Policy to prevent access to C drive
through system File Manager, but you cannot restrict access through
third-party file manager, for example, decompression software.

® After you restrict access to C drive by Group Policy, all users, including
the Admin account, cannot access C drive. Therefore, before you
configure the Group Policy, you shall complete all installations and
settings in C drive.

® Although the default desktop file path is in C drive. (C\ Users \
username \ Desktop), after the restriction configuration, users can still
create, download or drag files onto the desktop, but the “paste”
function on desktop is disabled.

® |f you want to re-visit C drive, just modify the related Group Policy
setting back to the default.

® When you configure C drive access restriction, you are suggested to
have UAC enabled, otherwise, users are able to modify Group Policy
to re-gain C drive access. For more details about UAC, refer to the
"User Account Control" guide

Environment of This Guide

H System:

Windows 7 x64 professional edition
B Disk partitions:

C disk - system & software partition
D disk- public partition

E disk - private partition

The following guide applies to the above mentioned environment, configuration steps may
vary depending on your actual application environment.

Note: This guide demonstrates a possible approach to extend the functionality of
vCloudPoint’s shared computing solution only. Group Policy is a Windows system
component. For further application of Windows Group Policy, please refer to Microsoft's
related documents.
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Configuration Steps:
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open the Group Policy Editor.
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Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: gpedit.msd

B This task will be created with administrative privileges.

Cancel
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Log into the host with the Administrator account, run gpedit.msc to

Computer Configuration>> User Configuration >>Administrative

Template>>Windows Components>>Windows Explorer>> Prevent

File Action View Help
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access to drives from My computer>>Edit policy setting.

=/ Local Computer Policy

4 (& Computer Configuration

| Software Settings

| Windows Settings

> Administrative Templates

> Software Settings
\ > (] Windows Settings
IA | Administrative Templates |
> || Control Panel
| Desktop
] Metwork
| Shared Folders
| Start Menu and Taskbar

- ]| System
| Windows Components

__ Application Compatibility
Attachment Manager
AutoPlay Policies

Backup

Desktop Gadgets

Desktop Window Manager
Digital Locker

Instant Search

Internet Explorer

Location and Sensors

o B [ e

L

|
=

NetMeeting

Metwork Projector
Network Sharing
Presentation Settings
Remote Desktop Services
RSS Feeds

| Search
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| Sound Recorder

~| Tablet PC

~| Task Scheduler

Windows Anytime Upgrade
Windows Calendar

| Windows Color System

Microseft Management Console
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Prevent access to drives from My
Computer

Requirements:
At least Window:

Description:
Prevents users from

If you enable this settin
can browse the directol
of the selected drives in
Computer or Windows

access the contents. Also,
cannot use the Run dialeg
the Map Metwork Drive dial
to view the directories on the:
drives,

To use this setting, select a driv
or combination of drives from ti
drop-down list. To allow access t
all drive directories, disable this
setting or select the "Do not
restrict drives” option from the
drop-down list.

Mote: The icons representing the
specified drives still appear in My
Computer, but if users double-
click the icons, a message appears
explaining that a setting prevel
the action.

does not prevent
using programs to
cess local and network drives,
And, it does not prevent them
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Setting

\iz| Disable binding directly to [PropertySetStorage without inter...
Turn off Windows Libraries features that rely on indexed file ...
|iz| Disable Known Folders

i=| Turn off display of recent search entries in the Windows Expl...
Allow only per user or approved shell extensions

Turn off the display of snippets in Content view mode

Do not track Shell shortcuts during roaming

Maximum number of recent documents

Remove CD Burning features

Turn off caching of thumbnail pictures

|iz| Remove Ul to change menu animation setting

Remove Ul to change keyboard navigation indicator setting
Remove DFS tab

|iz| Hide these specified drives in My Computer

Mo Entire Network in Network Locations

Remove File menu from Windows Explorer

Removes the Folder Options menu item from the Tools menu
Remove Hardware tab

Hides the Manage item on the Windows Explorer context m...
Remove Shared Documents from My Computer

Remove "Map Network Drive” and "Disconnect Network Dri...
Do net move deleted files to the Recycle Bin

Do not request alternate credentials

Remove the Search the Internet "Search again” link

|iz| Remove Security tab

|iz| Remove Search button from Windows Explorer
Turn off numerical sorting in Windows Explorer
|iz| Remove Windows Explorer's default context menu

|iz] Prevent access to drives from My Computer I
Turn off Windows+X hotkeys
1| No Computers Near Me in Network Locations

Request credentials for network installations
Maximum allowed Recycle Bin size
12| Turn off shell protecel protected mode

|i=| Pin Libraries or Search Connectors to the "Search again” link...
T
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State
Mot configured
Not configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Not configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Not configured
Mot configured
Mot configured
Not configured
Mot configured
Not configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Not configured
Mot configured
Mot configured
Not configured
Mot configured
Not configured
Mot configured
Mot configured
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3) Enable this setting and select “Restrict C drive only”, click ok.

A Prevent access to drives from My Computer @Elﬂ

E} Prevent access to drives from My Computer

[ Previcus Setting ] [ Next Setting I

() Not Configured ~ COMmment: .

Supported oni At jaact Windows 2000 7

Opticns: Help:

»

Pick one of the following combinations Prevents users from using My Computer to gain access to the =

content of selected drives,

Restrict C drive only vl

If you enable this setting, users can browse the directory fl
structure of the selected drives in My Computer or Windows
Explorer, but they cannot open folders and access the contents,
Also, they cannot use the Run dialog box or the Map Network
Drive dialog box to view the directories on these drives, L
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To use this setting, select a drive or combination of drives from
the drop-down list. Te allow access to all drive directories,
disable this setting or select the "Do not restrict drives” option
from the drop-down list.
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e The icons representing the specified drives still appear in

access local a
from using the
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4) Configuration is completed. Any user access to the C drive through system
File Manager is limited.

This cperation has been cancelled due to restrictions in effect on this computer, Please
contact your systern administrator,
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