Software Restriction for Zero Client Users
(AppLocker Group Policy)
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Software Restriction for Zero Client Users
by Using AppLocker Group Policy

AppLocker Group policy Description:
AppLocker Group Policy for Windows system Applications can be used for
restricting User or User Groups from running and installing programs.

Typically, only administrators have the permission to install programs. But
green software and other software package do not necessarily need
administrators’ permission to be installed. So using AppLocker Group
policy can directly limit the User from accessing and installing all
programs.

AppLocker Group policy Configuration:

Tips:

® ApplLocker Group Policy needs to be used in conjunction with User
Account Control (UAC). Please refer to User Account Control Guide to
turn on UAC.

® Before setting up AppLocker, please standardize the program
installation path, be sure to install the required programs in C: \
Program Files or C: \ Program Files (x86) path. As Program Files
folder is a kind of system file, which requires the administrator
permission to make changes.

® Recommended operating systems: Windows 7 (Ultimate, Enterprise),
Windows 8.1 Enterprise, Windows 10 Enterprise, Server 2008R2
Standard, Datacenter, Server 2012R2 (Standard, Datacenter),
Server 2016 (Standard, Datacenter).

Environment of This Guide

H System:

Windows 7 x64 Ultimate;

B Disk partitions:

C disk - system & software partition
D disk- public partition

E disk - private partition

The following guide applies to the above mentioned environment,

configuration steps may vary depending on your actual application
environment.
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AppLocker Quick Configuration Steps
1) Enter Service, set the Application Identity startup type to automatic
2) Enter the local Group Policy Editor >AppLocker

3) Executable rules=> Windows installer rules=> and script
specifications create default rules

4) AppLocker open Configuration rules
5) Restart the host, Then the AppLocker settings will take effect.
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AppLocker Detailed Configuration Steps

1) Logon to the host system with the administrator account, run

services.msc
"= Run [ =2 |
= Type the name of a program, folder, document, or Internet

Dpen:

resource, and Windows will open it for you.

SEMVICES.MSC

OK

|

Cancel

l [ Browse...

2) Enter services, right-click on Application Identity and select

Properties.
“. Services E@Iﬂ
File Action View Help
e EEHc=HE » 0w
& Services (Local) D) m&mf}
Application Identity Name - Description Status Startup Ty =
y S ActiveX Installer (AednstSV)  Provides Us.., Manual L
et %, Adaptive Brightness Muonitors a... Manual |
Se.. Adobe Acro.. Manual

Description:

Determines and verifies the identity
of an application. Disabling this
service will prevent Applocker from
being enforced.

‘i Adobe Acrobat Update
‘o Application Experience

Application Identity

% Application Infarmatig
i Application La}rl Gate
S Application Managem
S5 ASP.NET State Sel
5+, Background Intellig

“; Base Filtering Engine
(% BitLocker Drive Encryp
., Block Level Backup En
4 Bluetooth Support Sen/
i BranchCache

S Certificate Propagation
5 CNG Key [solation

Processes a...

Started Manual

Manual

i COM+ Bvent System

S COM+ System Application

(., Computer Browser
%, Credential Manager

Start =d Manual
Stop Manual
Patica Manual
Manual
Resume ;
ed Automati
Rl 2 Automati
All Tasks » Manual
Manual
Refresh Manual
el Manual
Help Manual
Supports Sy.. Started Automati
Manages th... Manual
Maintains a... Manual
Provides se... Manual -

4 |

L4

L

\ Extended }:‘Standardf

Opens the properties dialog box for the current selection.
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3) Set Startup Type to Automatic, and start the serv

ice then click OK.

Application Identity Properties (Local Computer) m

General | Log On | Hecmreryrl Depmdenci&ﬂ

Service name: ApplDSve
Display name: Application |dentity

Dietermines and verifies the identity of an application. «

Description:
i Disabling this service will prevent AppLocker from

Path to executable:
C\Windows system 32 svchost exe -k’yéalSer'u'iceﬁnd Molmpersonation

Startup type:

Help me configu

' Marual
Disabled

b | |

| Stop Pauze Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

4) Logon to the host system with the administrator account, run

gpedit.msc.

= Run ﬁ

= Typethe name of a program, folder, document, or Internet
— resource, and Windows will open it for you.

Open: gpedit.rmsc =

| ok ” et ][ B
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5) On Local Group Policy Editor open AppLocker through the path of
Local Computer Policy -> Computer Configurations -> Windows
settings -> Security Settings -> Application Control Policies -> AppLock

=/ Local Group Policy Editor = | B )

=

File Action WView Help
= >E HE

=| Local Computer Policy

i Applocker provides access control for applications

Ia i Computer Confiqurationl 5
" || Software Settings
4[] Windows Settings | Getting Started

i+ || Mame Resolution Polic
J g ¥ AppLlocker uses rules and the properties of files to provide access control for
=] Scripts (Startup/Shutdown) applications. f rules are present in a rule collection, only the files included in those

[ Deployed Printers rules will be permitted to run. AppLocker rules do not apply to all edtions of Windows.
I a4 = Security Settings I

- 3 Accour‘lt??hCIES More about AppLocker
5 Local Policies

= || Windows Firewall with Advance
| Network List Manager Policies
I+ || Public Key Policies

m

m

Which editions of Windows support AppLocker?

Configure Rule Enforcement

|- || Software Restriction Policies . For the AppLocker policy to be enforced on a computer, the
4 5] Application Control Policies r_l_.\ bpplication Identity service must be rumming.

4 T3 A_p_pLocker’

= Executable Rules Use the enforcement settings for each rule collection to configure whether rules are
enforced or gudited. f rule enforcement has not been configured, rules will be enforced

[ Windows Installer Rules '—
[ IE[ Script Rules

=
i+ {8, IP Security Policies on Local Cor EJ Configure rule enforcement
i ] Advanced Audit Policy Configu B More shout rule enforcement
i gl Policy-based Qos
T A gt iedeakiiie T o lkae il I il
< 1 | » 4 | 1l | ¥

6) On Local Group Policy Editor, select the Executable Rules, right-click
the right blank, Create Default Rules (default rule: user can only run
the application under C:\Program Files or C:\Program Files (x86)).

Sl o Gromm Foficy Edites = | G

=

File Action View Help

= 2E = HE

'=[ Local Computer Palicy = || Action User Name Condition
4 & Computer Configuration
[ [] Software Settings There are no items to show in this view.

a || Windows Settings
| Name Resolution Policy
|| Scripts (Startup/Shutdown)
> @ Deployed Printers
4 [ Security Settings
i [ 4 Account Policies
“n, Local Policies

m

= |- Windows Firewall with Advance
| Network List Manager Policies
~| Public Key Palicies

> || Software Restriction Policies Create Default Rules I
4 || Application Control Policies / -
= View 4
4 [T3 Applocker ¥
i | Executable Rules | Arrange Icons b

» [} Windows Installer Rules —

Create New Rule...

Autematically Generate Rules...

- 3 Line up Icons
=] Script Rules

Ir g IP Security Policies on Lecal Cor Help
> ] Advanced Audit Policy Configu
i+ gl Policy-based QoS

F R R i gl A S
1

4 | 1 | i3

=

Creates the default rules for a rule collection (recommended)
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7) On Local Group Policy Editor, select the Windows Installer Rules,
right-click on the right blank, Create Default Rules.

=[ Local Group Policy Editor

=

= |5

File Action WView Help

=2 zE = B=

= Lecal Computer Policy

»

4 (& Computer Configuration
|| Software Settings
4 Windows Settings
| Name Resolution Policy
=] Scripts (Startup/Shutdown)
! Deployed Printers
a i‘i Security Settings
g Account Policies

=
[+

w

m

I 4 Local Policies
i [ | Windows Firewall with Advance|
| Network List Manager Policies
i+ || Public Key Pelicies
> || Software Restriction Policies
4 || Application Control Policies
4 Lag Applocker
> 7] Executable Rules

script Rules
[ g IP Security Policies on Local Cor
i ] Advanced Audit Policy Configu
i+ gy Policy-based Qos -
1 | I o b

Windows Installer Rules | ]

Action

User

Mame

There are no items to show in this view,

Create Mew Rule...

Automatically Generate Rules..,

Create Default Rules

View »

Arrange Icons 3

Line up Icons

Help

Condition|

Note: If you want to prevent users from installing programs more
effectively, please follow steps 8-20 and manually set all disk installation

restriction.

8) On Local Group Policy Editor Select Windows Installer Rules,
right-click on the right blank, Create New Rule...

=[ Local Group Policy Editor

=

= |.El

File Action View Help

e« |25 = H=

»

'=[ Local Computer Palicy

4 & Computer Configuration
] Software Settings
a [ | Windows Settings

=

| Name Resolution Policy
| Scripts (Startup/Shutdown)
= Deployed Printers
4 T Security Settings

i+ 4 Account Policies

w

m

b g Local Policies
[ Windows Firewall with Advance
| Network List Manager Policies
[+ || Public Key Palicies
> || Software Restriction Policies
4 [ | Application Control Policies
4 FQ Applocker
= Executable Rules
Windows Installer F‘.ulesl"z
J=] Script Rules
I g IP Security Policies on Lecal Cor
» || Advanced Audit Policy Configu
i+ gl Policy-based Qas -

Al i | +

Action

@ Allow
@ Allow
@ Allow

User

Everyone

Everyone

BUILTINYVAA...

MNarne

(Default Rule) All digitally signed Wind...
(Default Rule) All Windows Installer files...
(Default Rule) All Windows Installer files

Create New Rule...
Automatically Generate Rules...
Create Default Rules

Export List..,
View 3

Arrange [cons 3

Line up Icens

Help

4

1}

Condition|
Publisher
Path
Path

Manually create a new rule
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9) Next>

Create Windows Installer Rules

ﬁ] Before You Begin

Before You Begin

Darmeinne This wizard helps you create an ApplLocker rule, A rule is based on file attributes, such as the
file path or the software publisher contained in the file's digital signature.
Conditions

Publisher Before continuing, confirm that the following steps are complete:

Exceptions .

Install the applications you want to create the rules for on this computer.
Marme = Back up your existing rules.
» Review the AppLocker documentation,

To continue, click Mext.

[T] Skip this page by default

10) On Create Executable Rules Select Deny, and select a group.

Create Windows Installer Rules

=
:—']; Permissions

Before You Begin Select the action to use and the user or group that this rule should apply to. An

m allow action permits affected files to run, while a deny action prevents affected

Conditions files from running.
Publisher
Exceptions
Action:
Name
@) Allow

User or group:

Everyone

More about rule permissions
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11) Click Advanced.
Select User or Group

Select this object type:

I:Iser aor Group Ohject Types...

From this location:
WCLOUDPOINTDEMO Locations. ..

i

Enter the object name to select (sxamples):
| Check Names

[ Advanced... / | ok |[_Cancel ]

12) Click Find Now, select vMatrixServerRemoteUsers, and click OK.

Select User or Group

Select this object type:

I:Iser aor Group Ohject Types...

From this location:
WCLOUDPOINTDEMO Locations. ..

1y

Commaon Glueres

M arne: Stats with = | Columns...
Deescriptior: | Starts with | Find Now ||
/. -,
Stop

[ ] Dizabled accourts

[ ] Maon expiing password

: [
Daps since last logon: v ?f_:

| ok || cance |

Search results:

Mame (ROM)
E; userdl

E;, userd
E; users
E; userh
E;, user?
% userd

E} userd

UDPOINTDEMO
% Users LOUDPQINTDEMO
2 vep VCLOUDPOINTDEMO

|I§vfﬂatrb:5&werﬂemme Users VCLOUDFOINTDEMO

"R T |
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13) Reconfirm the selection of the group and click OK.

Select User or Group

A=)

|ser or Group

From this location:

Select this object type:

VCLOUDPOINTDEMO

Enter the object name to select (sxamples):
VCLOUDPOINTDEM X watrixServerHemote sers Check Mames

o | o ]

14) On Create installer rules select Permission Confirm the Deny, then

click Next.

Create Windows Installer Rules

==

=
m Permissions

Before You Begin

Cenditions
Publisher
Exceptions

Name

Select the action to use and the user or group that this rule should apply to. An
allow action permits affected files to run, while a deny action prevents affected
files from running.

Action:

@ Allow

Useror gruup:\

VCLOUDPOINTDEMOhwMatrixServerRemotelisers

More about rule permissions \

Cancel
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15) On Create installer rules Select Path, Next>.

Create Executable Rules

Conditions

Before You Begin

Permissions Select the type of primary condition that you would like to create.
Path ]
Exceptions () Publisher

Select this option if the application you want to create the rule for is signed by the
software publisher,

o]
reate a rule for a specific file or folder path. If you select a folder, all files in the

folder will be affected by the rule,

Name

) File hash

Select this option if you wantq create a rule for an application that is not signed.

More about rule conditions

< Previous

Cancel

16) On Create installer rules Select Browse Folders...

Create Windows Installer Rules

ﬁ] Path

Before You Begin

Permissions underneath that path will be affected by the rule,
Conditions
Exceptions Fett
Name
[ Browse Files.., I |[ Browse Folders... ] |

More about path rules and path variables

Select the file or folder path that this rule should affect. If you specify a folder path, all files

prd

< Previous

Cancel
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17) Select Disk(C:), limit the user to install the software in disk C, then
click OK.

i Browse For Folder ﬁw
Select a folder containing the necessary files.
18 Computer b
[<T& Windows 7 HDD (C)|
| config
| dasd asasd al a 3
, dasdsasaas
I EFI =
0 Intel
= 1) PerfLogs
> Jy Program Files
= 1 Program Files (;
4 Users o
Make Mew Folder ] [ Ok Cancel

18) On Create installer rules Confirm the path,then click Create.

Create Windows Installer Rules ﬂ

kaj_h’- Path

Before You Begin

Select the file or folder path that this rule should affect. If you specify a folder path, all files

Permissions underneath that path will be affected by the rule.
Cenditions

Exceptions i
Maine %0OSDRIVEZ\*

5

[ Browse Files... I [ Browse Folders... J

More about path rules and path variables

[
<Previous || Nea» |[ Creste || Cancel
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19) You can see the path has been restricted (C for %OSDRIVE%).
! Local Group Policy Editor = | B )

File Action WView Help

«s|%E = HE

_-_.;r Local Computer Policy Action User Mame Condition|
o S R @ nllow  Everyone {Default Rule) All digitally signed Wind..  Publisher
e SuftiarESetings @ allow  Everyone (Default Rule) All Windows Installer files... Path
4 Wirclon:« et Allow  BUILTIN\Ad.. (Default Rule) All Windows Installer files__ Path

i+ ] Mame Resolution Palicy =
i Scripts (Startup/Shutdown) ODEHY NEEOHDEOE: - %OSDRNES) Path I

=)

»

Deployed Printers
a i Security Settings

g Account Policies

w

m

-

& Local Policies
| Windows Firewall with Advance
| Network List Manager Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
4 @ Applocker
I 7 Executable Rules
[> Windows Installer Rules
> [5] Script Rules
[ g IP Security Policies on Local Cor
i ] Advanced Audit Policy Configu
i+ gy Policy-based Qos -
4 T | 3 4 1 . [

=

AT T

In the same way, add other disks (public disk, private disk...) to the
restriction list, which can limit the user to install the software under other

disks.

20) All three Disk have been added to restriction list and (C drive appears
as% OSDRIVE%).

[ Local Group Policy Editor

£

= |.El

File Action View Help
e 2@ =0F

'=[ Local Computer Palicy

»

Action User MNarne Condition|
4 §8 Computer Configuration @allow  Everyone (Default Rule) Al digitally signed Wind...  Publisher

b I SoftaaESEtings @ allow  Everyone (Default Rule) All Windows Installer files... Path
4

1 Wind Setti
_l_'”NDWSR |"|9: Poli @AHDW BUILTINVAG...  (Default Rule) All Windows Installer files  Path
i+ [ ] Name Resolution Policy 4 :
=] Scripts (Startup/Shutdown) 835")’ :Etgﬂgigi ;E?*SDRNE%\ Ea::
eny W a

= Deployed Printers
i i Security Settings QDeny VCLOUDPOL.. EA* Path

i+ 4 Account Policies

w

m

b g Local Policies
| Windows Firewall with Advance
| Network List Manager Policies
| Public Key Policies
> || Software Restriction Policies
| Application Control Policies
4 @ Applocker
I» [ Executable Rules
B Windows Installer Rules —
5 _.—f Script Rules
I g IP Security Policies on Lecal Cor
» || Advanced Audit Policy Configu
i+ gl Policy-based Qas -
< i | + il 1 . [

=

=

(9
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21) On local group policy editor Select Script Rules, right-click the right

blank, Create Default Rules.

=/ Local Group Policy Editor

File Action WView Help
«=|2E = B

Lecal Computer Policy Action User
A Computer Configuration
[ ] Software Settings
4 [ | Windows Settings
[ [ Mame Resolution Policy
=] Scripts (Startup/Shutdown)
| = Deployed Printers
a i Security Settings
3 __a Account Policies
I |4 Local Policies
] Windows Firewall with Advance

NE
| >

m

Mame

There are no items to show in this view,

MNetwork List Manager Policies Create New Rule...

[

=

i j Pabhie Key Policies Automatically Generate Rules...

__j Software Restriction Policies I Create Default Rules I
17|

4 | | Application Control Policies
] @ Applocker / View
I 7 Executable Rules 5

[ |E[ Script Rules
Policies on Local Cor

> &

i [ Advanced Audit Policy Cenfigu

Help

b [} Windowslnstalla'yd Arrange Icons 3

Line up Icons

i+ gy Policy-based Qos -

< i | r 4 |

HE

Condition

Creates the default rules for a rule collection (recommended)

. g T_ocaleup\ i’nﬁcytéﬁnr
File Action View Help

5| 2E = HE

Local Computer Policy

| »

Action User
[l Eor; p;il::r Cosnfrguran on @Allow Everyone
b M Saltaiare Settings @Allow Everyone

by

|» || Name Resolution Policy
i Seripts (Startup/Shutdown)
| = Deployed Printers
4 i Security Settings
[ _3 Account Policies
b 4 Local Policies
S J Windows Firewall with Adwva
[ Metwork List Manager Polici
[ 7] Public Key Policies
| Software Restriction Policies
|| Application Control Policies
4 @ ApplLocker
I E Executable Rules =
1 Windows Installer Ru
» [ Script Rul
[z @ IP Security Policies on Local
[ j Advanced Audit Policy Cont

i gl Policy-based QoS -

m

T T

4 [ Windows Settings @Allow  BULTINVA

Mame

(Default Rule) All scripts located in the ..,
(Default Rule) All scripts located in the ...
(Default Rule) All scripts

Condition  §
Path
Path
Path

1| il | + 4

L1}
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22) On local group policy editor, select AppLocker, click Configure rule
enforcement.

I Local Group Policy Editor

H

lslE)

File Action View Help
== 2F 8=

\=[ Local Computer Policy
4 (& Computer Configuration
i+ [ Software Settings

»

- l ApplLocker provides ac -ontrol for applications

a4 [ Windows Settings Getting Started
> & N Reselution Poli
. ‘ arne e AppLocker uses rules and the properties of files to provide access control for
|| Scripts (Startup/Shutdown) applications. If rules are present in a nule collection, only the files included in those
¥ Deployed Printers rules will be pemitted to run. AppLocker nules do not apply to all editions of Windows.

m

4 i Security Settings

> |4 Account Policies BY Hore about hpplicker

m

&> 4 Local Policies

& [ Windows Firewall with Advance g Which editionz of Windows support Applocker?
| Metwork List Manager Policies

> ] Public Key Policies

> || Software Restriction Policies - For the fpplocker policy to be enforced on a computer, the
o J_\ Application Identity =zervice must be running.

ol Policies LN
@ Applocker

I [ Executable Rules
I Windows Installer Rul
|+ [Z Script Rules

Configure Rule Enforcement

Use the enforcement settings for each rule collection to configure whether rules are
4 enforced or audited. f rule enforcement has not been configured. rules will be enforced

1+ {8, IP Security Policies on Local Cor EJ Configure rule enforcement I
&[] Advanced Audit Policy Cenfigu BJ More sbout rule enforcement
I+ gl Policy-based QoS - -
< [ | + 4 | [T 2

23) On AppLocker Properties Tick all the rules then click OK.

Applocker Properties ﬁ
Erforcement | Advanced

Specify whether AppLocker rules are enforced for
esach rule collection.

Eracutable rulec:
Configzured

‘[Enforce rulas -

Windows Installer rules:

[Enfnrce rules -
cript rules:
{@nfnrce rules -

Mor EAEW cement

T o )] oo ) o
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24) AppLocker Setup complete, restart the host.

Test:

® |ogin a user at a vCloudPoint Zero Client, run the software that need to
be used to see they run normally or not.

® When opening .exe file (program installation package or green
program package), it will prompt and fail to open.

DAAnyDesk.exs Iﬁ

,:'. .'] This program is blocked by group policy, For more information, contact your system
M administrator,

Tips: Users can only open program shortcut on the user’s desktop, please
do not put.exe files on the user's desktop.
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Remark 1: Allow software installation on other directories

If you have software to be installed in other directories but not C:\Program
Files and C:\Program Files (x86) (for example, E:\\Program Files), follow the
following steps to create new rules.

1) On local group policy editor, select Executable Rules, right-click on
right blank, Create New Rule...

=/ Lozal Group Policy Editar oo
File Action View Help
= 2@ = HmE
=/ Local Computer Policy * || Action User Name Condition
4 8 Computer Conhiguration @aAllow  Everyone (Default Rule) All files located in the Pro... Path
e 33&‘:3’5 SSE:;,”QS @ alow  Everyone (Default Rule) Al files located in the Wi..  Path
e e B @nAllow  BULTINVAd..  (Default Rule) Allfiles Path
> || Name Resolution Policy
|| Seripts (Startup/Shutdown)
> = Deployed Printers
4 Ty Security Settings
&> 4 Account Policies | — Create New Rule
b @ Local Policies | | :
. ] Windows Firewall with Advance! Automatically Generate Rules..,
| Network List Manager Policies ¥ Create Default Rules
> [| Public Key Policies Export List
> || Software Restriction Policies / portList..
4 | | Application Control Policies Ve <
2 T Applocker
» 5] Executable Rules Arrange Icons 3
» [0} Windows Installer Rules Line up Icons
» = Script Rules
[> ,g IP Security Policies on Local Cot Help
- || Advanced Audit Policy Configu
> gl)j Policy-based QoS -
4 — I ] b P I | 3
Manually create a new rule

2) On Create Executable Rules, select Before You Begin > Next.
=

Create Executable Rules

| Before You Begin

Before You Begin
e This wizard helps you create an AppLocker rule. A rule is based on file attributes, such as the
file path or the software publisher contained in the file's digital signature.
Conditions
Fliblkhes Before continuing, confirm that the following steps are complete:
Exceptions « Install the applications you want to create the rules for on this computer.

Name + Back up your exsting rules.
+ Review the AppLocker documentation.

To continue, click Next.

[ Skip this page by default

Cancel

3) On Permission select Allow—> Next.
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Create Executable Rules ﬂ

Permissions

Aetos You Begin Select the action to use and the user or group that this rule should apply to. An

| Permissions | allow action permits affected files to run, while a deny action prevents affected

Conditione files from running.

Publisher
Exceptions

MName

© Deny

User or group:

Everyone

More about rule permissions

4) On Condition, select Path—>Next.

Create Executable Rules ﬂ

Conditions

Before You Begin

Permissions Select the type of primary condition that you would like to create.
Condi
Path
Frceptinns () Publisher
Name Select this option if the application you want to create the rule for is signed by the

software publisher.

reate a rule for a specific file or folder path. If you select a folder, all files in the
folder will be affected by the rule.

() File hash

Select this option if you wantg create a rule for an application that is not signed.

More about rule conditions
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5) Path, select Browse Folders... Select the disk (D:) Program Files >
Create.

Create Executable Rules

Ej Path

Before You Begin

[

: Select the file or folder path that this rule should affect. If you specify a folder path, allfiles
Permissions underneath that path will be affected by the rule.

Conditions

Path:

Exceptions :
Name Di\Pragram Files\*

[ Browse Files,_ | Browse Folders... ]

More about path rules and path variables

]
<Previous || Meas [ create ||| cance

6) After creating the new allowable custom rules will be shown.

=[ Local Group Policy Editor

=

File Action View Help

s 2E = HF

Condition|.

=[ Local Computer Policy || Action User Narme
4 8 Computer Configuration @Allow  Everyone (Default Rule) All files located in the Pro... Path
b M SoftworcSettings @Allow  Everyone (Default Rule) All files located in the Wi..  Path
Gy \."ff"rjws ;Eﬁ'jgs. e @-Aliow  BULTINVAJ... (Default Rule) Al files Path

8 s r@ﬁ\llow Everyone D:\Program Files\™ Pathl

=) Seripts (Startup/Shutdown]
Deployed Printers
i Security Settings
4 Account Policies
b 4 Local Policies
&> [ Windows Firewall with Advance,
| Network List Manager Policies
| Public Key Policies
1> [] Software Restriction Policies
4 || Application Control Policies
F] @ Applocker
I & Executable Rules
b Windows Installer Rules
[ jf Script Rules
13 ,g IP Security Policies on Local Cot
i || Advanced Audit Policy Configu
i+ gl)y Policy-based QoS -
El [T | 3 ]

[ 9

m

-

1 F
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Remark 2: Restrict a user from using a software
If a user (for example, user1) is required to be restricted from using a
software, a denial rule should be created in the Executable Rules.

1) On local group policy editor Select Executable Rules, right-click the
right blank, Create New Rule...

= Local Group Palicy Editor ==
File Action View Help
Ll el i/ IETN o
\=/ Local Computer Policy || Action User MName Condition|
‘ﬁQTng@mm @ Allow  Everyone (Default Rule) Al files located in the Pro.. Path
i J“‘r’ da’e ::;_”95 @ Allow  Everyone (Default Rule) Al files located in the Wi..  Path
el a0 el @ Alow  BULTINVAD..  (Default Rule) All files Path

[+ [ -] Name Resolution Palicy
i Scripts (Startup/Shutdown)
[ Deployed Printers
4 _3% Security Settings

& [ Account Policies

&> [ 4 Local Policies

Create New Rule...

m

Automatically Generate Rules...

[ Windows Firewall with Advance
| Metwork List Manager Policies Create Default Rules
| Public Key Policies -
& || Software Restriction Policies A
a4 || Application Centrol Policies i »

s [ Applocker
- ] Executable Rules Arrange Icons 4
> [0} Windows Installer Rules Line up Icons

5 [Z] Script Rules
13 ,g IP Security Policies on Local Cor
| Advanced Audit Policy Configu
i+ gliy Policy-based QoS -
Ul il al ' 4l

Help

I k

Manually create a new rule

2) On Executable Rules, select Deny, and select the user.
1 7o — |

Create Executable Rules

Permissions
Befnre tabegn Select the action to use and the user or group that this rule should apply to. An
allow action permits affected files to run, while a deny action prevents affected
= files from running.
Conditions

Publisher

Exceptions -
Action:
Name =
) Allow
User or group: \

More about rule permissions
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3) Click Advanced.
e = Ty
Select User or Group m
Select this object type:
ser or Group Object Types...
From this location:
VCLOUDPOINTDEMO Locations...
Enter the object name to select (2@mples):
|

| Check Names

m— ok ()
4) Click Find Now, select user1, OK.
' B
Select User or Group m
Select this object type:
ser or Group Object Types... |
From this location:
VCLOUDPOINTDEMO
Common Queries
P arne: Stats wih = | | | Columns...
Dezcription .Starts with =
[ | Disabled accounts A Stop
[ Mon expirng password
x g
Days since lazt logor: v ?f:
Ok | Cancel |
Search results:
Mame (ROM) In Folder
% Performance ...
% Perfomance

% Power Users

MDD

VCLOUDPOINT...
D, user12 VCLOUDROINT...
&, user13 VCLOUDFOINT... o
e 1 s izl e G SRS )
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5) On Create Executable Rules, select Permission-> Deny, confirm User or

User Group then click Next.
Create Executable Rules ﬁ‘

\T Permissions

Before You Begin Select the action to use and the user or group that this rule should apply to. An

w allow action permits affected files to run, while a deny action prevents affected

files from running.

Conditions
Publisher
Exceptions
Action:
Name
) Allow

User or group: \

=2

More about rule permissions

6) On Create Executable Rules, select Condition, select Path, click Next.
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Create Executable Rules ﬂ

Before You Begin

Permissions Select the type of primary condition that you would like to create.
Path
Exceptions () Publisher

Select this option if the application you want to create the rule for is signed by the

Hame software publisher,

reate a rule for a specific file or folder path. If you select a folder, all files in the
folder will be affected by the rule,

) File hash
Select this option if you wantq create a rule for an application that is not signed.

More about rule conditions

< Previous

7) Click Browse Folders..., select the software installation path, then Create.

Create Executable Rules =]
Path ’ |
Browse For Folder ==
Before You Begin i
2 Seléct the HIE o falkier path that the vile chotlk aflect T yoil specty atoiderpatrarlll] oo s o ot Hicpecesary e,
Eeanitine underneath that path will be affected by the rule.
Conditions
'8 Computer 7
C— v 2 i
Exceptions : 2
| config E
Name

. dasd asasd asa

dasdsasaas
EFI

\ b ) Intel
Perflogs

Program Files

[ Browse Files... ] |[ Browse Folders.. ]l

Make New Folder

More about path rules and path variables
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8) Adenial rule has been added.

=/ Local Group Palicy Editor ==

File Action View Help

e 20 =B

=/ Local Computer Policy || Action  User Mame Conditii]
4 C_?r;p;:’cl”f'su'at'c’” @ Allow Everyone (Default Rule) Al files located i... Path
e “‘: d”e ::;_”95 @ Allow Everyone (Default Rule) All files located i.. Path
A ._.'”NWSR '"lgts_ - Aliow  BUILTINGAdrministrators (Default Rule) All files Path
(v 3| ame Resolution Folicy - -
) Scripts (StartupyShutdouer] (DDeny VCLOUDPOINTDEMO\userl — %PROGRAMFILES?\234550ft\"  Path
[ Deployed Printers
4 i Security Settings

i+ 4 Account Policies

m

&+ 4 Local Policies
1+ || Windows Firewall with Advance,
| Metwork List Manager Policies
> || Public Key Policies
1> || Software Restriction Policies
4 [ | Application Control Policies
4 @ Applocker
I 5 Executable Rules
I> Windows Installer Rules
» [5] Script Rules
[ .g IP Security Policies on Local Cor
|| Advanced Audit Policy Configu
&+ gliy Policy-based QoS -
4 T | b ] T /| [

9) When User1 runs the file, a pop-up prompt message will appear.

C:\Program Files\234550ft\HaoZip\HaoZip.exe [

rl" i This program is blocked by group policy. For more information, contact your system
S administrator.

10) If you need to restrict some users, you can first create a user group, add
these users to the user group, and then restrict the user group.
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Remark 3: Enable Application Identity service in Windows 10/ Server

2016

In Windows 10/Server 2016, Application Identity service cannot be set automatic
startup at the Services console but the Registry.

1) Run regedit with an administrator account to open the Registry Editor.

= Run x
= Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.
Open: |regedit v

oK

Cancel

Browse...

2) Find AppIDSvc, right click Start to modify the value
(HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\ApplIDSvc)

ﬁ Registry Editor

File Edit View Favorites Help

4

& O X

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\ApplDSvc I

> AFD al
| AGSService /
ahcache

AJRouter

ALG

AmdKs

1 AmdPPM

3 amdsata

amdsbs
> amdxata
AnyDesk
> 1 AppID
~ ApplDSvc I

Appinfo

> Apple Mobile Devit

Apple Maobile Devit

> applockerfltr

- AppMamt
AppReadiness

> AppVClient

> AppvStrm

> AppvWemagr
Appwis

) AppXSvc

> arcsas
AssignedAccessMar

55 >

MName
ab|(Default)
ab| DependOnService

Parameters\ $%|ServiceSidType
Triggerinfo [ start

Type
REG_SZ
REG_MULTI_SZ

ab| Description REG_SZ
ab| DisplayName REG_SZ
24| ErrorControl REG_DWORD
_f-’g'gi]FaiIureActions REG_BINARY
2b|Group REG_SZ
ab|ImagePath REG_EXPAND_SZ
#4|LaunchProtected  REG_DWORD
ab|ObjectName REG_SZ
.t'f] RequiredPrivileg.. REG_MULTI_SZ
REG_DWORD
REG_DWORD
s Typew|_Modify... |
Modify Binary Data...
Delete
Rename

Data

(value not set)

RpcSs ApplD CryptSvc
@%systemroot?%\system32\appids
@%systemroot?:\system32\appids'
0x00000007 (1)

805101 00 00 00 0O 00 0O 00 00 Of
ProfSvec_Group
%eSystemRootehsystem32\svchost.e
0x00000002 (2)

NT Autharity\LocalService
SeChangeMotifyPrivilege Selmpers:
0x00000001 (1)

0x00000003 (3)

0x00000020 (32)

www.vcloudpoint.com

-25-



http://www.vcloudpoint.com/

vc/loudpoint

3) Modify the value to be 2, press Enter.

Edit DWORD (32-bit) Value >
Value name:
| Start
Walue data: / Base
|2 | (@) Hexadecimal
() Decimal

4) The configuration of Application Identity service automatic startup is done.
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