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Important Notices

Please note that reproduction of this User Guide in whole or in part, without express
written permission from vCloudPoint, is not permitted.

vCloudPoint reserves the right to make improvements and/or changes to this User Guide
and to the products, programs and/or specifications described herein at anytime without
notice. Information contained in this document may have been obtained from internal
testing or from a third party. vCloudPoint shall not be liable for any direct, indirect, special,
incidental or consequential damages in connection with the use of this material. The latest
version of this User Guide is obtainable at the “Download center” under the Support menu
of the vCloudPoint website at: www.vcloudpoint.com.

Refer to the Limited Hardware Warranty applicable to your region for information on what
is and what is not covered by the warranty, your responsibilities, exclusions, and how to
obtain service.

Please refer to the End User License Agreement (EULA) and Terms of Use (TOU) that are
presented for your review during the software installation process. The information
contained in these documents is very important. The EULA and TOU constitute agreements
between you and vCloudPoint and are accepted by you by installing and using the product.
It is your responsibility to print a copy of the EULA and TOU directly from the installer in
order to keep for your records.

This product gives users shared access to computer resources. It is not a computer, and
may not support all software applications, especially 3D applications that are designed to
be supported by computers with stand-alone graphic card. Similarly, it may not support all
hardware peripherals that are designed to be supported by stand-alone computers.

Refer to your computer operating system and application software vendors license
agreements for information on using these products with the vCloudPoint system.
Additional software licenses may be required.

The vCloudPoint hardware and software products described in this user manual are
protected by numerous granted and pending P.R.C and international patents.

© 2021 by Shenzhen Cloudpoint Technology Co., Ltd. All rights reserved. vCloudPoint and
vMatrix are registered Trademark of Shenzhen Cloudpoint Technology Co., Ltd. - P.R.C.
Microsoft and Windows are registered trademarks of Microsoft Corporation. All
trademarks are the property of their respective owners.
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Safety Information

Refer to the following information to prevent any physical injury or loss of assets caused
by damage to the product. A user must read this User Guide carefully before use and
properly follow the instructions.

® Make sure that the place of installation is not too hot (above 35°C), too cold (below
0°C), or too wet (above 85% relative humidity).

Avoid any severe impacts to the product

Make sure that the product is not exposed to direct sunlight or any hot machinery.
Please keep the product away from any items which have strong magnetic properties.
Do not disassemble, repair or rebuild the product.

Please properly route all cables and power cords to avoid a tripping hazard. An electric
shock, fire, damage to the product or physical injury may occur as a result of tripping
over the cable.

Regulatory Compliance

FCC Information

This equipment has been tested and found to comply with the limits for a class B digital
device, pursuant to part 15 of the FCC Rules.

These limits are designed to provide reasonable protection against harmful interference
in a residential installation. This equipment generates, uses, and can radiate radio
frequency energy, and if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try and correct the interference by one
or the following measures:

® Reorient or relocate the receiving antenna

® Increase the separation between the equipment and the receiver

® Connectthe equipmentto a power outlet on a circuit different from which the receiver
is connected

® Consult your dealer or an experienced radio TV technician for help

Changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate the equipment.
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This device complies with part 15 of the FCC Rules. Operation is
subject to the following two conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including
interference that may cause undesired operation.

HC

European Community (CE):

C€

The Bureau of Indian Standards (BIS):

H

Disposal Information:

/This symbol means that according to local laws and\
regulations your product should be disposed of separately
from household waste. The separate recycling of your
product will help ensure that it is recycled in a manner that

\protects human health and the environment. /

/
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Chapter 1. Product Overview

1.1 Brief Introduction

vCloudPoint zero clients with vMatrix Server Manager software provide an alternative
solution to the traditional one PC per seat solution by powering multiple users with just
one PC. vCloudPoint zero client is compact, network access device that contains no moving
parts but allows each of its users to share the untapped resources of a single host PC.
vMatrix Server Manager performs as the management role on the host side with a number
of tools to assist IT administration, such as desktop broadcasting, monitoring and
controlling, storage visibility configuration, and user policy setup, etc. vCloudPoint zero
clients, combined with vMatrix Server Manager software, provide computing experience
that is practically indistinguishable from running on a PC, but offer great advantages over
traditional PCs, such as saved costs, enhanced security, reduced maintenance, and
simplified deployment and management.

1.2 Package Contents

When you unpack your vCloudPoint box, you will find the following items:
B Azero client terminal device

B A base/mounting bracket

B Two screws

B A5V power adapter

If you find any damage or shortage of any accessories, please contact your local dealer.

Note: Your vCloudPoint zero client purchase was bundled with an entitlement to vMatrix Server

Manager Software and Premium Support.
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1.3 Device Connections

Model: S100
0
-
W e o °
e ¢
e o
®®

@ 5V DC Power Input (@ Power& Reset Button (3 USB2.0 Ports @ 3.5mm Mic Jack
® 3.5mm Speaker Jack ® RJ45 Ethernet Input @ VGA Display Port

Model: V1

@J? 5] e

@ VGA Display Port @ HDMI Display Port ® RJ45 Ethernet Input @ 5V DC Power Input
® 5V DC Power Input ® 3.5mm Speaker Jack @ 3.5mm Speaker Jack

®3.5mm Mic Jack @ Power& Reset Button
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Chapter 2. Panning for Deployment

2.1 Hardware Configuration

2.1.1 Host Configuration Reference

No. of Users 10 20 30 40 50 60
Intel E5 Intel ES Intel ES
CPU i5-7500 | i7-7700k | i7-8700k * 2680 v2 2680 v3
2670*2 * *
Memory 1.5G per Task Users running office, browser, messenger, video on VLC

(Reserve 2G for
the host itself)

player, etc..

2G per Power Users running Photoshop, Illustrator, Auto-CAD, etc..

SSD

SSD SSD SSD SSD
(for System and | 190G 120G | SSD 240G | SSD 480G | 54045 ¢ | 240%2 G
Programs)

HDD

(for User Data)

HDD; Storage size to be determined by actual needs.

Bandwidth

Average 15Mbps per user within LAN.

Note:

1) This recommended configuration is for supporting multiple users simultaneously running the

same applications, for environments of running mix applications, please thoroughly evaluate

expected workloads of every user and make some adjustments and fine tuning as your deployment

progresses.

2) Hard Disk Partition Recommendations:

Use a Solid-State Disk (SSD) in a single partition for system and programs to ensure a smooth user

experience and reserve 5GB per each user for storing users' cache date.

A hard disk(s) in at least 2 partitions for users shared and private data storage with the size to be

determined by actual needs (e.g. 50GB per user).
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2.1.2 Networking Configuration

10/100/1000Mbps Base-T

10/100/1000Mbps Base-T

10/100Mbps or 10/100/1000Mbps Base-T

10/100/1000Mbps Base-T

Note:

1) You are recommended to use reliable gigabyte networking devices and CAT-6 Ethernet cables for

desirable multi-user experience.

2) Although vCloudPoint zero clients have a WIFI option, you are recommended to use standard

Ethernet network as unreliable WIFI network may cause disconnection or experience compromised.

2.1.3 Network Wiring Diagram

_.@ Internet
-

=) 1000Mbps Ethernet Cable

& Sessefessess]sesses]essesaly © 1000Mbps Switch

Host with Gigabit Network Card

{I

1000Mbps Ethernet Cable

1000Mbps Switch

100/10000Mbps Ethernet Cable 100/10000Mbps Ethernet Cable

e Ui B - e el
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2.2 Software Requirements

2.2.1 vMatrix Server Manager per shared host

The latest version of vMatrix Server Manager is obtainable at

https://www.vcloudpoint.com/support/installation-guide-and-downloads/.

2.2.2 Windows Operating System mounted on each shared host

Supported Operation Systems by vMatrix Server Manager:

Microsoft Windows XP SP3 32-bit (Professional/ Ultimate)
Microsoft Windows 7 32-bit & 64-bit (Professional/ Enterprise/ Ultimate)
Microsoft Windows 8 32-bit & 64-bit (Professional/ Enterprise/)
Microsoft Windows 8.1 32-bit & 64-bit (Professional/ Enterprise/)
Microsoft Windows 10 32-bit & 64-bit (Professional/ Enterprise/)
Microsoft Windows 11 (Professional)

Microsoft Windows Server 2003 32 bits

Microsoft Windows Server 2008R2

Microsoft Windows Server 2012

Microsoft Windows Server 2012R2

Microsoft Windows Server 2016

Microsoft Windows Server 2019

Microsoft Windows Server 2022

Microsoft Windows Multipoint Server 2011

Microsoft Windows Multipoint Server 2012

Note: do not use a 32-bit Windows operating system in your real deployment, as it supports only

3.25 GB maximum memory.


https://www.vcloudpoint.com/support/installation-guide-and-downloads/
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2.2.3 Multi-User Application

vMatrix doesn't contain a component or application to allow multiple users to access the
host simultaneously. To allow a simultaneous multi-user login, you need to install RDP
Wrapper (download and learn more at www.vcloudpoint.com/support/add-ons) or obtain

Microsoft RDS CALs. To properly license vCloudPoint zero clients in a Microsoft

environment, you are recommended to obtain Microsoft RDS CALs for each vCloudPoint
seat. For more information on licensing with Microsoft operating systems see at

www.vcloudpoint.com/support/help-center/.

® RDP wrapper

RDP Wrapper is a free open source project to enable Remote Desktop Host support. RDP

Wrapper is obtainable at https://github.com/DrDrrae/rdpwrap/releases

Instructions:

1) Download the RDPWrap.zip file and then unzip it. Simply run the insall.bat file and press

any key when finished but make sure to disabled anti-virus software during installation.

| v RDPWrap-v162

Name {

% ROPCheck
% RDPConf
| RDPWinst
&) uninstall

&) update

\

= CAWindows\system32\cmd.exe M

If it doesn’t help, send your termsru.dll to project developer for support.
TermBervice found (pid 2188)>.
No shared services found.
Extracting files...
Folder created: GC:“Program Files“\RDP Wrapper:
Downloading latest INI file...
Latest INI file —» C:“\Program Filez“\RDP Wrappersrdpurap.ini
Extracted rdpwb4 -> C:“\Program Files“RDP Wrappersedpuwrap.dll
Configuring sepvice lihrary...
Checking dependencies...
Checking GertPropSuc...
Checking SessionEnv...
Terminating service...
Starting TermService...
Configuring registry...
Gonfiguring firewall...

Successfully installed.
ou can check RDP functionality with RDPCheck program.

filso you can configure advanced settings with RDPConf program.

‘ress any key to continue . . .



http://www.vcloudpoint.com/support/add-ons/
http://www.vcloudpoint.com/support/add-ons/
http://www.vcloudpoint.com/support/add-ons
http://www.vcloudpoint.com/support/faq-how-tos/
http://www.vcloudpoint.com/support/faq-how-tos/
https://www.vcloudpoint.com/support/help-center/
https://github.com/DrDrrae/rdpwrap/releases
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2) Check if the installation is successful by running “RDPConf.exe”

|l » RDPWrap-v162.1

=

install.bat

8. RDPCheck.exe
m-| RDPWinst.exe
uninstall.bat
update.bat

2 =1

SRS

Diagnostics
Wrapper state: Installed

Service state:  Runnin
IIJstenersizte: Listening I

General Settings
[#] Enable Remate Desktop

RDP port: (4383 [

[#] Single session per user
[ Hide users on logon screen

[w] Allows to start custom programs

i

ver, 1.5.0.0
wver, 5,3.9600.17415

[fully supported]

m m m momom

Authentication Mode

) GUI Authentication Only

(@) Default RDP Authentication
() Metwork Level Authentication

Session Shadowing Mode

() Disable shadowing

(®) Full access with user's permission
) Full access without permission
() view anly with user's permission
() view only without permission

Apply | | View license...

Reminder: update the “rdpwrap.ini” file if the configuration tool shows “[not supported]”

in red.

v RDPWrap-v1.6.2.1

Mame

install

B RDPCheck
& RDPConf
[55] RDPWinst
uninstall
update

Date modified

Diagnostics
Wrapper state: [nstalled
Service state:
Listener state:

Running

Listening

Type Size

ver. 1.5.0.0
ver, 6.3,.9500, 16334
[not supported]

General Settings
[+] Enable Remote Desktop

ROPport: (3335 [
[#] single session per user
[ ] Hide users on logon screen

[ ] Allow to start custom programs

Authentication Mode

() GUI Authentication Only

(") Default RDP Authentication
() Netwark Level Authentication

Session Shadowing Mode

() Disable Shadowing

(®) Full access with user's permission
() Full access without permission
() view only with user's permission
() View only without permission

| | View license. ..

Apply

10
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@® Download the latest “rdpwrap.ini” compressed file and extract the files.
Download Url: https://codeload.github.com/sebaxakerhtc/rdpwrap.ini/zip/master.

.

Pin to Start

Open with...

Share with

Restore previous versions
Send to

Cut

Copy

Create shortcut

Delete

Rename

Properties

@ Presss “Win"+“R” to run “services.msc”, and stop the “Remote Desktop Services".

0|

Run

Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

Open:

| SEMVICES.MSC

W

This task will be created with administrative privileges,

L=

Description:

Allows users to connect interactively
to @ remote computer. Remote
Desktop and Remote Desktop Session
Host Server depend on this service,
To prevent remote use of this
computer, clear the checkboxes on
the Remote tab of the System
properties control panel item,

| 0K | | Cancel | | Browse... |
Services - | = [

File Action View Help
o= Bz HE »onp
&4 Services (Local) Services (Local)

Remote Desktop Services MName - Description Status Startup Type Leg ~

% Remote Access Auto Conne... Creates a co... Manual Loc
Stop the service Manages di... Manual Loc

. Remote Access Connection..,

. Remote Procedure Call (RP...
% Remote Registry

% Resultant Set of Policy Provi...
% Routing and Remote Access
% RPC Endpoint Mapper

%+ Secondary Logon

% Secure Socket Tunneling Pr...
£ Security Accounts Manager
" Server

“; Shell Hardware Detection

5 Smart Card

% Smart Card Device Enumera...
. Smart Card Removal Policy
54 SNMP Trap

% Software Protection

<

The RPCSS ...

Running  Automatic Met,
In Windows... Manual Met
Enables rem... Automatic (T... Loc
Providesan... Manual Loc
Offers routi... Disabled Loc
Resolves RP... Running  Automatic MNet,
Enables star... Manual Loc
Provides su... Manual Loc =
Thestartup .. Running  Automatic Loc
Supports fil..  Running  Automatic Loc
Provides ne... Running  Automatic Loc
Manages ac... Disabled Loc
Creates soft... Manual (Trig... Loc
Allows the s... Manual Loc
Receives tra... Manual Loc
Enables the ... Automatic (D... Met ..

m >

\ Extended /( Standard

11
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®  Replace the “rdpwrap.ini” file in the path of C:\Program Files\RDP Wrapper with

the downloaded one.

rdpwrap.ini-master |

[ [ = |

RDP Wrapper

pwrap.ini-rmaster » rdpwrap.ini-master @ - P |_LI

Fs

Mame

25 10.0.19041,84-autogenerated
] 10.0.19628.1-autogenerated

Share View

<« Program Files » RDP Wrapper

¢ Favorites

B Desktop
j Downleads
o i

e
Mame

@ rdpwrap.dll
ﬂ rdpwrap

The destination already has a file named "rdpwrap.ini®

[ | README.md

«/ Replace the file in the destination

=) Skip this file

[ Compare info for both files

|<| | More details
167 KB

@  Start “Remote Desktop Services”.

File Action View Help

@

C‘,,;D Services (Local)

Remote Desktop Services

Start the service |

Description:

Allows users to connect interactively
to a remote computer. Remote
Desktop and Remote Desktop Session
Host Server depend on this service,
To prevent remote use of this
computer, clear the checkboxes on
the Remote tab of the System
properties control panel item.

-

Mame

. Remote Access Auto Conne... Creates a ca... Manual

Qﬂ Remote Access Con

i 4] taDackion Confioueat B dalac Manual

Description Status Startup Type

nection... Manages di... Manual

* ARemote Desktop Services Allows user...

emote Desktop Services U, Allows ther...
b Remote Procedure Call (RPC) The RPCS5.. Running  Automatic
. Remote Procedure Call (RP...  In Windows... Manual

Remaote Registry
Resultant Set of Poli

Routing and Remote Access  Offers routi... Disabled

4 RPC Endpoint Mapper Resclves RP... Running  Automatic

Secondary Logon
Secure Socket Tunn

i%SecurityAccountsManager Thestartup .. Running  Automatic

% Server

Shell Hardware Detection Provides no... Running  Automatic

Smart Card

7 Smart Card Device Enumera... Creates soft... Manual (Trig...

C.m Srnart Card Remova
5 SNMP Trap
% Software Protection

Enables rem... Automatic (T...

cy Provi... Provides an... Manual
Enables star... Manual

eling Pr... Provides su... Manual
Supports fil..  Running  Automatic
Manages ac... Disabled

| Policy  Allows thes... Manual

Receives tra... Manual
Enables the ... Automatic (D...

<]

Extended /, Standard /
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®  Run the “RDPconf.exe” file again to check if the multi-user patch is running

nranarvhs

RDPWrap-v1.6.2.1

Size

Mame Date modified Type
install i i
RDP Wrapper Configuration

l® ROPConf Diagnostics

— Wrapper state] Installed ver, 1.5.0.0
. Service state: | Running ver, 6.3.9000, 16384
uninstall ) ) _
_ Listener state:] Listening [fully suppaorted]
update

General Settings

Enable Remote Desktop

ROP port: 3389 [

Single session per user
[ ]Hide users on logon screen

[ ] allow to start custom programs

oK

| | Cancel

Authentication Mode
() GUI Authentication Only

Session Shadowing Mode
(") Disable Shadowing

(®) Full access with user's permission
() Full access without permission

7 Wiew only with user's permission
() Wiew only without permission

) Default RDP Authentication
() Metwork Level Authentication

1KB
1 KB
71 KB
4 KB
1KB
1 KB

® Microsoft RDS CALs

Refer to the following link to install the Microsoft RDS CALs

https://www.microsoft.com/en-us/Licensing/product-licensing/client-access-license.aspx

Note:

1) Microsoft RDS CALs are only available to Windows Server System installation. If you need to use

Microsoft RDS CALs, please install Windows Server System (Server OS) first.

2) Run the RDP Wrapper files after extracting them to your local disk. Do not run them in the

compress file.

3) Disable the security software and the Windows Defender before running install RDP Wrapper.
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2.2.4VLC Media Player

VLCis a free and open source cross-platform multimedia player and framework that plays
most multimedia files as well as DVDs, Audio CDs, VCDs, and various streaming protocols.
Beginning from vMatrix 2.0, vCloudPoint introduced a new feature that allows local videos
played on the zero client with VLC player to be rendered locally by the client processor
instead of the host cpu. This feature offloads 90% host-side CPU consumption on video
playing and can help support more video users per host especially for cases where
simultaneous video play is often required.

VLC player is obtainable at http://www.videolan.org/vlc/ or the official website of

vCloudPoint: www.vcloudpoint.com/support/add-ons/.

Note:
1) Please install VLC player of 2.1.5 or newer versions.

2) Asthe media contentis not rendered at the host side, there is a drawback of using this feature:
media content within the VLC player cannot be viewed by the administrator through monitoring

at the host side.

3)  When running a video with VLC player, desktop refreshment of the desktop session other than
the VLC player area will slow down. Therefore, to ensure desired performance, do not have a

VLC player running at the back-end while you are running other applications.

4)  vCloudPoint zero client rendering with VLC player only supports H.264/MPEG-4 AVC encoding
format videos. H.265/HEVC videos played through VLC player will be lagging. The file suffix
shown in the video file name is package format. If you encounter a video lagging problem, you

can use “Mediainfo” to check the actual encoding format.
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Chapter 3. Installation & Connection

3.1 vMatrix Installation

Before installation

® |tisrecommended to use the new original operating system to avoid problems such as
installation failure or use error due to file corruption or loss of the old system.

® Please download the original Windows system image on the official website of Microsoft
to ensure system security and functional integrity.

® Please make sure to DISABLE secure boot (It is not necessary to disable the secure boot
option in win10 or above systems) in the mainboard, and any Anti-Virus or Firewall
software during the installation of vMatrix Server Manager. After installation has
completed, you may re-enable Anti-Virus and Firewall software.

® The host hard disk is recommended to be partitioned into 3: a system C partition where
the system and software are installed, a public partition for storing users’ shared data
and a private partition for storing users’ personal date.

® Before installing vMatrix Server Manager, you are suggested to rename the computer
name of the host.

® vMatrix Server Manager software requires Net framework 4.0 and VC++ 2010 Library on

your host server, and vMatrix Server Manager will automatically install these two models

during the process of installation.

Installation Steps:

1) Run vMatrix installer. Click “Install” to start installation.

". VMatriX Ver 2.7.0

Install

I accept and agree to
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2) On initial installation, vMatrix Installer will detect if some required components are
installed on the host. Allow installing required components if it prompts. For the
Windows XP operating system, you have to manually install the components as shown
below:

Information

The \MET runtime is required to run installation wizard, click OK to start (MET runkime setup,

"

£ Microsoft .NET Framework 4 Setup

.MET Framework 4 Setup N
Please accept the license terms to continue, ﬁmEsofTr
A
\ MICROSOFT SOFTWARE v
[#]1 have read and accept the license terms. S| d
Download size estimate: 0 MB
Download time estimates: Dial-Up: O minutes
roadband: O minutes
[J*es, send information about my setup Mgperiences ta Microsoft, Corporation,
For more information, read the Data Collection
[ Install ] [ Cancel ]

3) Duringinstallation, your will be prompted to install drivers, click “Install”. (This prompt
will not be showed up in win 10 and later systems)

(-] Windows Security -

Would you like to install this device software?

. Name: Cloudpoint Technology System devices
[,'.aL.__ Publisher: Shenzhen Cloudpeint Technolegy Co., Ltd

Always trust software from "Shenzhen Cloudpoint ___..-* | Install | | Den't Install
Technology Co., Ltd".

@' You should only install driver software from publishers you trust. How can | decide which device software is
safe to install?
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4) Click “Completed” and finish installation.

' VM atriX Ver 2.7.0

Install

5) You will be asked to reboot the system. Click “yes".

INFORMATION x

o You must reboot the system after drivers updated. Do you want to reboot the system now?

\ YES NO

6) After reboot, double click the vMatrix icon at the desktop or click the vMatrix icon at
the task tray to open vMatrix Server Management console.

Manager

Bl v @ 5B D)

7) Run the “Diagnostic Tool” under the “Tools” menu to check if the vMatrx Server Manager is
running properly. Follow the prompts to fix if there is any issue.
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VMATRIX SERVER MAMNAGER "':4"' language | = 0O X

User Management

Device Management ) vMatrix Diagnostic Tools -
Configuration .

Detecting
Tools Detecting Services..,

Add-ons
Host Information
=] Log

¥ About vMatrix

Cancel

8)  After vMatrix Server Manager is running properly, install Microsoft RDS CALs or RDP wrapper

to support multi-user login.

3.2 User Creation

1) Open vMatrix Server Manager console.

Bl 98w DD we ST

2) Go to “User Management” page, click “New User” to create user accounts.

VMATRIX SERVER MANAGER "’:ﬂ' Language | =

.
3a User Management

e Device Management

Enter “User Name” and “Password” and click “Create” at the bottom.
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@ VMATRIX SERVER MANAGER ":ﬂ' language | = B X

User Management New U ser

Device Management

IGeneral

Settings {

Advanced | @ Create a single user | Create multiple users

Tools IUser Mame (%) I |

Full Name
Add-ons

Description

Host Information

Password (%)
Log

Confirm Password (7]

% About vMatrix
User must change password at next logon
User cannot change password

Account is Power Users o

Account is disabled o

CREATE BACK

To create multiple users at a time, select “Create multiple users”, and then select the
number of users and enter passwords or select to use user name as password for all users.

@ VMATRIX SERVER MANAGER I s =B X
User Management New User
Device Management
General /
Settings
etting N
Advanced Create a single user | @ Create multiple users |
Tools Username Pattern
Prefix user
Add-ons
Suffix
Host Informati
ost niormation Variable figure length 1 -
Log Starting figure 1
-
% About wiatrix MNumber of usernames 1
Preview user to userl
® Use same password lUse usename as password
Password (7}
Confirm Password (%)
-
CREATE BACK
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3.3 Device Connection

Connect the zero client to other peripherals as shown below.

Connect the zero client to the power adapter of 5V, 2A. Do not use power adapter of
other specifications to avoid damage to the zero client.

Connect the zero client to a monitor with VGA or HDMI port.

Connect the zero client to USB keyboard and mouse and other USB devices if
necessary.

Connect the zero client to Mic and speaker through 3.5mm jacks if necessary (Audio
devices through USB ports are also supported).

Connect the zero client to the network through RJ45 type Ethernet cable to the switch
or USB wireless antenna built with RT8188 chipset.

Power/reset button, short press to power on, long press to reset the terminal.

3.4 Device Login

1

2)

After connecting to the peripherals, press the device power button.

After system boot, go the display page, select your correct language and desktop
resolution; factory default language is “English” and desktop resolution is “1024x768".
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& Login [C] Display & Network

English

1024x768 (4:3)

Select Wallpaper

Change Device Name

3) Go to “Network” page. If DHCP network service in available in your network, you can
just use the default setting to obtain an IP address for this device automatically.
Otherwise if you want to allocate an IP address manually, cancel the option and enter
an IP address instead.
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@ Login [C] Display @ Network ,/' Ping

Ethernet Wi-Fi

/ Obtain an IP address automatically

Cancel

4) Go back to the “Login” page, select the host available in your network for connection.

@ Login [C] Display »:::- Network ,,/" Ping Q, Lock

Host List Manual Add

vCloudPoint 192.168.1.111
Windows 8.1 x64

vCloudPointdemo 192.168.1.157
Windows Server 2012 R2 x64

v Save password
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5) Check for any new firmware to upgrade at the right bottom of the screen. If yes, click

to upgrade.

Device Model: Cloudpoint S100
Device Name: s =
Serial Number: = s & 3
IP Address: 192.168.1.103
Firmware Version: 2.0.1.0

Upgradable to: 2.0.1.58

6) Enter your user name and password, then click “Login”. If you use a new created user
for initial login to the host, you may need to wait a few seconds to minutes for
preparing a desktop.

@ Login [C] Display @& Network ,/' Ping Q, Lock

Host List Manual Add

vCloudPoint 192.168.1.111
Windows 8.1 x64
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Chapter 4. Using the Zero Client
4.1 Menu Settings

4.1.1 Login

® Host List window shows all available hosts in the network. Host to be shown in the list
are:

1) hosts with vMatrix Server Manager properly installed and running.
2) hosts in the same network segment as the device.

@ Login [C] Display rzi;- Network ,,/' Ping Q, Lock

Host List Manual Add

vCloudPoint 192.168.1.111
Windows 8.1 x64

vCloudPointdemo 192.168.1.157
Windows Server 2012 R2 x64

+~/ Save password

® To connect to an available host not shown in the list, you can manually add the host
IP through the “Manual Add” button ((vMatrix default network port is 13389, if you
have manually changed the port, add the port number when you manually add the
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host).

Host List

vCloudPoint 192.168.1.111

Windows 8.1 x64

192.168.1.110:23389,

Note:

B Early version firmware of the terminal cannot fill in the port number when adding the
host IP and use 13389 by default.

B Early version firmware of the terminal cannot find the hidden host even “Manual Add".
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4.1.2 Display

@ Login [C] Display

Select Wallpaper

Change Device Name

Cancel

B Language: to change the device language; available languages: English Chinese,
Russian, default: English.

B Resolution: to change the resolution for the device interface and user desktop;
default: 1024x768 (4:3), maximum: 1920x1080.

B Wallpaper: to change wallpaper for the device interface.

B Device Name: to change device name; default: S100- (last 8 serial numbers). Device
name is shown at the right bottom of device interface and User Management page on
vMatrix Server Manager.

VMATRIX SERVER MANAGER

Currently displaying connected devices k

User Mansz it 9 i i
er Vanagemen view logged in devices, go to User Mana

Device Management Sorting: Default ~

Device Model: vCloudPoint S100 seting O
Device Name: VCP-1 Advanced
Serial Number: "™ ® )

o C8:C3:20:06:0D:6F 192.168.0
IP Address: 192.168.0.40 e v N
Firmware Version: 2.1.0.6 Add-ons Default Host o
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4.1.3 Network

Ethernet Settings

If DHCP network service in available in your network, you can just use the default setting
to obtain an IP address for this device automatically. Otherwise, if you want to allocate an
IP address manually, cancel the option and enter an IP address instead.

@ Login [C] Display @ Network ,/’ Ping Q, Lock

¥ Obtain an IP address automatically

Cancel

Note: IP address of the client device is for communication in LAN with vMatrix Server Manager only
(for device management). After connecting to the host, the user desktop session will share the IP
address of the host for network communication (for session management). If you want each user
desktop session to have their own IP address, you need to enable IP virtualization at vMatrix Sever

Manager.
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IEEE802.1X

IEEE 802.1X is an IEEE Standard for port-based Network Access Control (PNAC). It is part
of the IEEE 802.1 group of networking protocols. It provides

an authentication mechanism to devices wishing to attach to a LAN or WLAN.

(More information: https://en.wikipedia.org/wiki/IEEE_802.1X)

@ Login [C] Display C. Network ,{" Ping K Boot

Ethernet

IEEE802.1x

IS

Cancel

How to use:

1) Connect the terminal device to the network that needs authentication.

2) Check to enable "IEEE802.1x", enter the correct account and password, select the
corresponding encryption method and click "apply". (Currently only supports MD5 and
PEAP two encryption methods.)
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(1:) Login [ Display »f} Network ,/’ Ping Q, Boot

Ethernet

/ |IEEE802.1x

user01

£ !

Cancel

3) After the verification is passed, it successfully accesses the LAN and can log in to the
host normally to use.

C'D Login [C] Display

Host List Manual Add
20h2
DESKTOP-L3CBTN2

DESKTOP-SVKPQ73

vm2012

user11

Device Model: ZeroClient S100
Device Name: A1-1

Serial Number: AS5-

IP Address: 1 68.0.164
Elrmusara Mareinn: 2.1.2.9

IEEEB02.1x:connected

Note:
1) There are 3 states of IEEE802.1x: disabled, disconnected, connected.
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B Disabled: IEEE802.1x is disabled.

B Disconnected: IEEE802.1x is enabled but failed to be authenticated and access the
local network. (Possible cause: The account password or encryption method is
incorrect, please check the log of the authentication server for detailed information)

B Connected: Successfully authenticated and connected to LAN.

2) If the terminal device is connected to a normal network instead of a network that

requires authentication, enabling the IEEE802.1x authentication function will not have

any impact.

3) Currently only supports MD5 and PEAP two encryption methods, and cannot be used

based on wireless network.

WIFI Settings

You will see the WIFI Settings sub-page only when the device is a WIFI model or connected
to a supported USB WIFI antenna on device boot.

1) Connect the USB WIFI antenna to the zero client, and power the zero client on.

2) Click the “WIFI" button to enter WIFI Settings page.
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(79 Login [C] Display vfj) Network ,,/" Ping Q, Lock

Ethernet

vCloudPoint

3) Double click the WIFI network you want to connect, and then enter password.
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Ethernet

tttt’ttktttt!tﬂi

4) When the WIFI network you selected is displayed above the line divider, the WIFI
connection is established.

Ethernet

vCloudPoint
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Note:

Any antenna that is built with 2.4GHz RTL8188EUS/ETV chip or 5GHz RTL88xx chip and connects
with USB 2.0 standard is supported by vCloudPoint zero clients.

Please connect the WIFI antenna before the zero client powered on.

Only one WIFI connection can saved on the zero client.

There is no option for entering the name of a WIFI option on the zero client; therefore, you
cannot hide the name (SSID) of the WIFI network that you are decide to connect.

Although the vCloudPoint zero clients are with an WIFI option, for a reliable user experience, you
are recommended to connect them through Ethernet cable, as WIFI network may fluctuates and

causes unexpected lags and disconnections during operation.

DNS Settings

You could change the DNS of zero clients on this interface manually( If you leave the

option with blank, zero clients will resolve IP address with DNS received from DHCP

server) and you could use search vmatrix server host with domain name on login

interface.

[C] Display @ Network 4 Ping Q, Boot

Ethernet

192.168.1.180
DNS
192.168.1.181

DNS
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test.cloudpoint.com

4.1.4 Ping

Ping test is to check the network connectivity between the current device and other device,
usually the destination host in the network. Simply enter the IP address of the destination
device and click the PING button. If you see a green message saying the response time, the
network between these two devices connected fine.

@ Login [_] Display '::; Network ,,/’ Ping Q\ Lock

‘ 192.168.1.15|

Note:
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The shorter the response time, the better the connection. If the response time is too high,
terminal operation will delay.

4.1.5 Boot

® To lock the device is to set up a password on device boot so that the user is required
to enter password to use the device.

® When the option of “Enable remote boot” is checked, the client device can be booted
from the server manager. (The client device can be powered on remotely only after it
is powered off remotely via the management software or via the shutdown button on
the client device Ul. The client device that is powered off via the physical power button
cannot be powered on remotely.)

® \When the option of “Auto-on with Power” is checked, the client device will be
automatically powered on with power supply.
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Note:

1) To unlock the device, just clear the password and apply.

2) If you forget the password, you have to reset the firmware to the factory default one.
3) Auto-Power function is not available with client devices with serial number starting with A1, A2
and A3.

4.1.6 Shutdown Button

This button allows you to turn off the device without pressing the physical button on the
device. This is helpful when the device is mounted at the back of the monitor.

& Login [_] Display & Network " Ping Q, Lock

T b - 4

Host List Manual Add

vCloudPoint 192.168.1.111

Windows 8.1 x64 Software Ver: 2.0.5

Do you want to turn off the power?
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4.2 Settings Lock

To lock settings is to lock down the settings on the Login, Display, Network and Lock menu

in order to prevent other users from changing these settings.

Lock host selection: to disable the host selection and force the user to login to the
selected host. A host must be selected before this option is selected.

Lock user credential: to disable the user to change user name and password and
force the user to login with the saved user name and password. A correct user name
and its related password must be saved before this option is selected.

Lock remember password and auto-login: Check this option; remember password
and auto-login will be locked.

Lock screen resolution: to lock down resolution of the device and the desktop
session. You can uncheck this option to lock other configurations, and users will not
be able to customize other settings except for the resolution.

Lock shutdown button: Check this option; the "Power Off" button in the upper right
corner of the terminal interface will be locked.

Lock ping button: Check this option; you will not be able to enter the ping page.
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Set a password used to unlock settings

Note:
1) To unlock the device, click the icon in the lower left corner, enter the correct password and apply.
2) If you forget the password, you can:

B Selectand right click the terminal to unlock the device at Device Management of vMatrix Server

Manager.

B Long press the power button when the terminal is off to reset the firmware to the factory

default one.

4.3 Keyboard Layout Settings

B Keyboard Layout Settings: to set up the language of the keyboard input; 111
languages are available, defaulted US; if the option “Apply to desktop (Windows)" is
not selected, the setting applies to input on the device interface only.
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B Touch Screen Settings: to set up the display direction when using touch screen for
the device display. “Reverse X-axis" is to change the display direction from left-to-right
to right-to-left. “Reverse Y-axis” is to change the display direction from up-to-down to
down-to-up. vCloudPoint zero client supports Multi Touch Screens.

Keyboard Layout Settings

Touch Screen Settings

Cancel

4.4 Notification Log

To view notifications sent to this device from vMatrix Server Manager on the host side. The
notification icon displays only when there is notification sent to this device.
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10:03:32 vCloudPointdemo:
Host maintenance is done. Now you can login.

Note: Notifications will be cleared on each reboot or shutdown of the device.

4.5 Device Information

At the right bottom screen of the device interface, you can view the device information
including:

B Device Model: the model of the device;

B Device Name: the name of the device; can be changed at the Display page;
B Serial Number: the unique 12-digit numbers for each device;

B |P Address: the IP address of the device in the LAN.

B Firmware Version: the current device firmware version.

m  |EEE802.1X: The current working status of the IEEE802.1x.

B Upgradable to: the latest version of device firmware that is available in the network.
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Click the download button to update.

Device Model: ZeroClient S100
Device Name: S100-

Serial Number: A5-{

IP Address: 192.168.0.164
Firmware Version: 2.1.2.6
IEEEB02.1x:disabled

Upgradable to: 2.1.2.9

4.6 Firmware Update

It is always recommended to use the latest available version of firmware on your
vCloudPoint zero client. Each installation of vMatrix Server Manager includes the latest
firmware, so no additional downloads are necessary to complete this process. When
powered on, the zero client establishes connection with vMatrix Server Manager and
checks for update, if there is a new version available. Firmware update is not always
required when a new version of vMatrix Server Manager is used. However, some firmware
of the device may be incompatible with the vMatrix Server Manager. In this case, firmware
update is required for logging to the host.

There are three ways for you to update the firmware:

1) Click the download icon at the right bottom screen to update to the latest version
available in the network.
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Device Model: Cloudpoint S100
Device Name: s ==
Serial Number: = wm = 2
IP Address: 192.168.1.103
Firmware Version: 2.0.1.0

Upgradable to: 2.0.1.58

2) Select a host and purposely enter incorrect user name and password. Simply click the
“UPDATE" button on the pop-up window to update with the new firmware (if there is)
included in the vMatrix Server Manager on the host.

@ Login [C] Display @ Network ,/' Ping Q,. Boot

Host List Manual Add

vm2012

} Or password
ver 2.0.10.0] is available

3) Select the terminal required to be updated in the Device Management page of the

server manager. Right click to open menu and click "Update Firmware” .
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VMATRIX SERVER MANAGER P language | = O X

Currently displaying connected devices but not logged in,There are 21 connected devices. To

User Manage: t . i i
er vianagemen view logged in devices, go to User Management.

Device Management Sorting: Default ~ Q ‘
-
Settings H i
$100-8 Detail Information
-— ] hL_T™
Advanced 5100 AS-8 L
Notification
EQ:ET:A9:11:26:39 .168.0. C8:F9:39;
Tools A q : Reboot
irmware Version rmwvearg
Default login user 111 Default | Power Off
Add-ons
e -
Host Information
VCP-1 Connect to host
= log =2 $100 A3~ —==
Connection Settings
5 About vMatrix CB:C3:39:06:0D:6F 1921680234  1CGBRCE
) Firmware Version 2.1.8.25 Firmwarg] Display Setting
Default login user user01 Default | Input Setting
Default Host vm2012 Default H
Network Setting
VCP-1 i Boot Setting
LT X B,
V100V AB- Setting Lock
CB:F9:39:06:11:04 192.168.0.194 56:45:54: Allocate Users
Firmware Version 2.1.8.25 Firmware]
Default login user user(7 Default | Add Host A
Show Local Devices Only Save Settings Items
i - )
VMATRIX SERVER MANAGER _.-?‘.' Language

Currently displaying connected devices but not logged in, There are 21 connected devices. To

User Manages t . i i
er vlanagemen view logged in devices, go to User Management.

Device Management Sorting: Default = Q|

a
Settings
S100-. V1-
. CTS
Advanced 5100 A5 = VIDONT  AG-
- EO:E1:A0:11:26:29 192.168.0.132 C8:F9:39:06:11:01 192.168.0.190
o0 Firmware Ve 2.1.8.0 Firmware Version 2.1.7.10 (old
UPDATE FIRMWARE
! Firmware of the selected device(s) will be updated to the latest version available in the local area network. Device(s) will be
disconnected during update. The entire process may take a few minutes.
Click "yes" to continue.
Default login user Default login user
Default Host vm2012 Default Host vm2012
VCP-1 . VCP-2
LTS LT
= VIOV As _ 3 5100 A5-

CB:F9:39:06:11:04 192.168.0.194 56:45:54:49:07:DC 192.168.0.88
Firmware Version 2.1.825 Firmware Version 2.1.8.20
Default login user user07 Default login user user01 hd
Show Local Devices Only More Settings 21 ltems
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Verifying device firmware, please wait...

Cancel

Note:

B Please DO NOT pause update and make sure the connection between host and device
is reliable during firmware update. If the firmware is damaged, please reset and
update again.

B No matter which method is used to update the firmware, you must ensure that the
firmware version attached to the host is higher than the terminal firmware version
before to update.

B Please keep the firmware up to date and avoid upgrading across multiple versions.

B The first and third upgrade methods will upgrade to the latest firmware in the LAN by
default, and the second upgrade method will upgrade to the latest firmware included
in the selected host.

4.7 Reset

Reset Configuration

- press F2 key on device boot.

This is to restore all custom configurations to factory default. This is often used for
restoring desktop resolution which is out of range of the monitor to 1027x768. If the
Setting Lock is enabled, you are required to enter password.
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\Q-——

Press F2 to reset configuration

Reset Firmware

- long press the switch button until you see the resetting window.

This is to reset the device firmware to the factory installed one. All configurations will be
recovered to the factory defaults. This is often used when device system turns faulty or is
damaged by improper firmware upgrade.

All data will be deleted, including

configuration and locking password,

and the device firmware will also be
recovered to an initial version. Do you
want to continue the operation?

Cancel RESTORE

Note: The new batch of cloud terminals adds password verification when restoring factory settings.
The password is the last character of each segment of the terminal serial number, and is case
sensitive. (eg: The password of A5-8QVC-2021 is 5C1.)

4.8 Disconnect & Logout

® Disconnect: to disconnect the user session; user session is still running, files and
applications are still opened and in place when user connects again. There are two
methods for a user to disconnect his session on host:
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B right click on the vmatrix icon on the taskbar and click "Disconnect”.
B press the power button of the device.

® Logout: to logout the user; the user’s session is ended; files applications are closed.
Right click on the system’s window button, choose “Shutdown or logout”, and then
“logout”.

® Logout and shutdown: logout the user session and power off the client device.

Set Language
Modify Legin Password...
Disconnect

Lagout \ or 2012 R2 Datacenter
Logout and shutdown Build 9600

-~

Note:
1)  Terminal users have “Disconnect” and “Logout” for shut down option.

2) When the connection is disconnected, the user desktop session is still running on the host. If
you do not use it. Please logout the user session and shutdown the client device when ending

the work.

4.9 Use USB Devices

To use supported USB devices, simply connect them to the USB ports on the device. Some
USB devices may require a driver to install on the host by an administrator. There is no
client driver needed for the device. To avoid data loss or damage to a memory device
plugged into the device, right click on the USB icon at the right task bar to eject the device
before unplugging it.

ﬁ Eject TOSHIBA TransMemuory USE Device
- (M)

Al = o) ENG :
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4.10 More Tools & Settings

4.10.1 vChat Internal Messenger

The vChat Internal Messenger allows users to talk with other users in the same host.

® Torun the vChat, right click on the vChat icon at the task bar and then click “Open Chat
Window" or press the hotkey “CTRL" + “ALT" + “Z".

‘ . @ ~ Administrator

Select online user in left column to start chatting.

[ i Open Chat Window i 7‘
Set Hotkeys... 3

® Set the hotkey to open the chat tool. Right-click the vChat icon at the task bar, and
click "Set Hotkeys" to set it.

SET HOTKEY

Show Chat Window Ctrl + Alt + Z

CANCEL

Open Chat Window

Set Hotkeys...
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4.10.2 Set Password

This allows the current user to reset his login password without doing at the system control
panel. To reset password, right click on the vMatrx icon at the task bar, click on “Set
Password ...” and then enter passwords on the required fields.

SET PASSWORD

Old Password

New Password
Confirm Password/
/Start vMatrix Server Manager
Set Language

l |Modify Login Password... |

Disconnect

Logout

4.10.3 Set Language

This is to set language for displaying messages of the vCloudPoint system. Right click on
the vMatrx icon at the task bar, click on “Set Language” and then available languages will
be shown on the right.

|v| English

Ceitina
Espafiol
s
=0
Polski
portuguese
Pyccknit
Set Language N l Slovenéina
Moedify Login Passwoerd... " Turkish
Disconnect YkpaiHcbka
Logout BiEF
Legout and shutdown

2:26 AM
FEE B O im0
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4.10.4 Private Drive

The Private Drives marked with a lock icon are drives created by vMatrix Server Manager
on an existing drive for storing terminal users’ personal files. Files inside the Private
Drives are visible to their owners and administrators. These files are inaccessible to other
terminal users.

CImem-| This PC = 1o .
“ Computer View v @
€ + [, ThispC » v & [SearchThispc >

4757 Favorites 4 Folders (6)
B Desktop
& Downloads ! Desktop ‘[ &« Documents
] Recent places g

b 78 This PC )‘% Downloads w Music

> €M Network i Pictures . Videos

4 Devices and drives (4)

==_ i Systim(c:) _ Software (D:)

W 435GB free of 59.9GB S 50.3GBfrecof 59.9GB
@ Private (F:) &4

:"‘ﬂ T $ DVD Drive (L)

Note:

1) By default, the files on the user's desktop are stored in the C drive. It is recommended that users

store personal files in Private Drive to prevent the issue of insufficient space of the C drive.

2) If a user deletes a file on the private disk, the file will be permanently deleted, and you cannot find

the deleted file in the recycle bin.
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Chapter 5. Using vMatrix Server Manager
5.1 User Management

5.1.1 New User Creation

To create users, open vMatrix Server Manager, on the initial page, click “New User”.

'@ VMATRIX SERVER MANAGER VP Language | =

S
3a User Management Online : 0/0

== Device Management v Al || online Offline Disconnected

Tu Settings

® Single user creation (defaulted)

To create a single user each time, you simply enter required user name and password and
click “Create” at the bottom.

VMATRIX SERVER MANAGER 1:’_' Language | = O %
User Management N ew U ser

Device Management

|General

Settings
Advanced @ Create a single user Create multiple users

Tools |User Name (%) || |

Full Name
Add-ons
Description

Host Information

oaﬂ

b ¥ E

Password (%)
Log

Confirm Password (%)

<1 About vMatrix
User must change password at next logon
User cannot change password

Account is Power Users

Account is disabled o

CREATE BACK

® Multiple user creation

To create multiple users at a time, select “Create multiple users” and then you will be given
a few more fields.
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¢l ]

83 VMATRIX SERVER MANAGER VP language | = O X

User Management N ew U ser
Device Management
| General /
Settings
£
Advanced Create a single user @ Create multiple users
ool Username Pattern
Prefix user
?" Add-ons
Suffix
Host Inf atiol .
@ Hostinformation Variable figure length 1 -
E Log Starting figure 1
P Number of usernames 1 -
Preview
@ Use same password Use usename as password
Password (*)
Confirm Password (%)
A

CREATE BACK

B Username Pattern: setting the Prefix, Suffix and other rules for the username

B Configuration: configure preset option to new users.

VMATRIX SERVER MANAGER "";-F'_'Language - 0 X

User Management N ew U ser

Device Management I C 0 n‘ﬁg u rat I on /

Settings
Default
Advanced @ To empty the user's customized settings, use the default settings for all comman users,
Tools
Custom Edit
;" Add-ons Customize a unique configuraticn for each user
& Host Information
Optimum View

E Log

About vMatrix

Enable full Dynamic Desktop Protocel and local desktop experience feature including desktop
backgrounds, themes and menu animation. Choosing this option will increase CPU and memory

Balanced View
Enable full Dynamic Desktop Protocel for a smooth desktop experience. This is the default

option.
Economic View
Use minimum host resources, cnly switch to Dynamic Desktop Protocol when running full screen
applications.
CREATE BACK
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5.1.2 User Status View

@ VMATRIX SERVER MANAGER

% User Management m Online : 2/10

Device Management | Al

Online Offline Disconnected
Settings Al v ‘ Q‘
Advanced -
® user01 ® user02
Tools A a0 [ e
Add-ons Locked Online
Host Information
® user03 user04
[ WIEShE user(4
Log
Disconnected Logged-out
'. 4 About vMatrix
user05 user06
user(5 user(6
Offline Offline

On this selection, you can view CPU and Memory consumption for each user and their

status including:

Offline: the user has not logged into this host since host boot.
Online: the user has logged in and is connecting to this host.

Disconnected: the user has logged in but is not connecting to this host. User session
is till running but screen goes back to device login page.

Logged-out: the user logged into this host but has or has been logged out. User
session has been ended and screen goes back to device login page.

Locked: the user has logged into this host but user session has or has been locked.
Screen goes to system login page where password is required for re-login.
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5.1.3 User Information View

VMATRIX SERVER MANAGER

m Cnline : 2/10

User Management

Device Management | All Online Offline Disconnected
Settings Al v ‘ Q ‘
Advanced -
® user01 ® user02
Tools A e A s
Add-ons Locked CPU:0 % Memory : 13 % Online CPU:0% Memory : 12 %
Client Name VCP-1 Client Name VCP-1
Host Information Client Model S100 Client Model S100
Serial Number A3- Serial Number A5-7
E Log Operation mode Online QOperation mode Online
IP Address 192.168.0.237 IP Address 192.168.0.89
R — Login Time 2022- Login Time 2022-L
out viMatrix Firmware Version 2.1.8.0 Firmware Version 2.1.8.0
® user03 user04
[ JIETLE user(4
Disconnected CPU: 0 % Memory: 13 3% Logged-out CPU:0% Memory : 0 %
Client Name VCP-1 Client Name VCP-1
Client Model vioon1 Client Model V100,01
Serial Number Ag-T Serial Number AG-
Operation mode Online Operation mode Online
IP Address 192.168.0.227 IP Address 192.168.0.106
Login Time 2022 Login Time MN/A
Firmware Versicn 2.1.8.0 Firmware Version 2.1.80 -
10 ltems

On this selection, you can view CPU & Memory consumption and status for each user and

their device information including:

m  Client Name: name of the device.

B Client Model: model of the device.

®  Serial Number: serial number of the device.

B Operation Mode: “Online”, “Offline”.

® [P Address: the physical IP address of the device.

B Login Time: the time when the user logged into this host.
B Firmware Version: the firmware version of user’s device
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5.1.4 User Desktop View

ER
=
8% User Management - Online : 3/ 10
== Device Management | All Cnline Cffline Disconnected /
”.J. Settings Al w . q
Qo Advanced ® user01 ® userd? “
A serd [ e
ﬁ Tools
Cnline CPU:0 % Memory : & % Cnline CPU:0% Memory: 7%

?" Add-ons

& Host Information

Log

‘E; About vMatrix

® user03 user04
A e user(d
Cnline CPU:0 % Memory: 7 % Offline CPU:0% Memory: 0%

-

10 tems

On this selection, you can view user’s real time desktops in tiles.

5.1.5 Right Click Menu

Right click on a single/group of offline/online user/users modules to open the user
management menu. You can drag the mouse, or use shortcut keys like “shift” or “CTRL" +
“A" to select multiple modules at a time.

® On asingle offline user: View Desktop, Open the User Private Space, User Action Log,
Set Password..., Delete, Rename, Properties.
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@ VMATRIX SERVER MANAGER O language | = O X

User Management m Cnline : 2/10 E
Device Management | All Cnline Offline Discennected
Settings Al - ‘ Q‘
Advanced a
® user01 ® user02
Tools A a0 A e
Add-ons Online Online
Host Information .
userQ3 & View Desktop
user(3
Log
PEggedion Open the User Private Space
About vMatrix User Action Log
user(05
userd5 Set Password...
Offline Delete
Rename
user(Q7
user(7 Properties
Offline Offline
user(09 user10
user(9 userld
v
Lt == FE AT
10 ltems

® On asingle online user: View Desktop,Notification, Lock, Disconnect, Logout, Logout
and shutdown, Open the User Private Space, User Action Log, Set Password..., Rename,
Properties, Run.
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VMATRIX SERVER MANAGER e | = O X

Lisnize Oz | Al Online Offline Disconnected
Settings Al v | Q|
Advanced -
® user01 ® user02
Tools A e A e
P G & View Desktop
= Notification
Host Information
user03 |@ Lock
user(3 .
Log &' Disconnect
Logged-out
About vMatrix ﬂ LOQOUt
) Logout and shutdown
user05 O Log
userls
Open the User Private Space
Offline
User Action Log
userQ7
eer07 Set Password...
Offline Properties
Run
userQ9 USETTU v
10 Hems
® On a group of offline users: Set Password, Delete, Properties.
@ VMATRIX SERVER MANAGER ",‘ﬂ' language | = 0O X
Device Management | Al Online Offline Disconnected
Tu Settings Al v ‘ Q‘
%ﬂ Advanced -
— ® user01 ® user02
[ < | Tools A e [ W
& Add-ons Online Online
Host Informati Set Password...
€ Fostinformation user03 user04
user(3 Delete user(4
Log
Offline . Offline
“: About viMatrix Properties

® On a group of online users: Notification, Lock, Disconnect, Logout, Logout and
shutdown, Set Password..., Properties, Run.
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@ VMATRIX SERVER MANAGER U Lnguage | = B X

Device Management | Al Online Offline Disconnected
Settings Al - Q‘
Advanced . -
® user01 ificati
ook s = Notification
8 Lock
Add-ons Online )
£¥ Disconnect
Host Information
' user03 +] Logout
= (o user03 () Logout and shutdown
Logged-out
/¥ About vMatrix Set Password...
user05 .
user05 Properties
Offline Run

® View Desktop: Enter detailed information page of the user.
® Notification: to send a notification to the selected user in a small pop-up windows.

® Lock: to lock the selected user’s desktop; the user’s screen goes to system login page
where password is required for re-login.

® Disconnect: to disconnect the selected user’s session; the user session is still running
but screen goes back to device login page.

® Logout: to log selected user’s session out; the user’s session is ended and screen goes
back to device login page.

® Logout and shutdown: to log selected user's session out and shutdown the device.

® Open the User Private Space: to open the folder where the selected user’s personal
files are stored.

® User Action Log: to view all action log of the selected users on this host.

® Set Password...: to reset password for this user. This will take effect on next login.
® Rename: to rename the selected user. This will take effect immediately.

® Delete: to delete the selected user. This will take effect immediately.

® Properties: to change the selected user's personal settings.

® Run: run command lines or launch a program on the user session.
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® (lick "..." to browse the program or file.

RUN x

[ | - |®

|'Command line

OK CANCEL

1) Select the program you want to run and click "Open".

@ - 4 |_h <« Users » Public » Public Desktop v G| | Search Public Desktop 2 |

Organize ~  Mew folder = - M @

'i'k Favorites Marme Date modified Type

B Desktop |@ Google Chrome i Shortcut
Li. Downloads

&l Recent places

1M 182.168.1.7

1% This PC

f! Metwork

<]

File narme: | Google Chrome

2) Click “OK".

RUN x

Command line

“C:\Program Files (x86)\Google\Chrome\A E (7]

0K CANCEL
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3) You can see the program running in the selected terminal user sessions.

%3 VMATRIX SERVER MANAGER P language | = O X%

User Management m Online : 2/10 " E

Device Management v Al Online Offline Disconnected

Settings Al - | Q|

Advanced =
® user01 ® user02

Tocls el A ser02

Add-ons Cnline CPU:1% Memory: 12 % Online CPU:0% Memory: 12 %

Host Information

Log

2 About vMatrix

fo=
user03 user04
user(3 user(d
Offline CPU: 0% Memery : 0 % Offline CPU:0% Memory: 0 %

|

10 tems

® Enter the command line directly to run commands, programs, files, etc.

Command line —

Exp I::urerl Q

0K CANCEL

Notes:
» Example of system command with parameters ping localhost -t
» Example of running a file in default program: C:\test.mp4
» Example of running a file in specific program: notepad.exe C:\test.txt

» If the path contains spaces, the path string must be enclosed in double quotes,
example: "C:\Program Files\test.exe" C:\test.mp4
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»  For more about command lines, please refer to the Windows command line
instructions.

5.1.6 Personal Monitoring & Controlling

Double click or right click on a single user module and then select “View Desktop”, to enter
the user’'s personal page. This page allows you to monitor and take control over a user
desktop.

@ VMATRIX SERVER MANAGER O onguage | = O X

User Management << @ user01 ¢ Properties

Device Management

W 15FPS <

Settings l:‘ Allow Control el E
] Show Client Cursor

= Notification GO gle
Tools B ack e .

e J TP e
Add-ons & Disconnect

'E Logout
Host Information
Log

LR A

2 About vMatrix

User Information

User Name: VM2012\userD1 Client Name: VCP-1
Client Model: V100/V1 Serial Number: A8-"
Operation mode: Offline IP Address: 192.168.0.189
Connect State: Cnline Login Time: 2022-
View User action Log

® Allow Control: if this option is checked, you can take control over the user’s desktop.

60



V[/OUdpaiﬂt RDS Solution With vMatrix User Manual

@ VMATRIX SERVER MANAGER

User Management << @ user0
\

Device Management

Settings Allow Control

Advanced Show Client Cursar]

= Notification Go gle
Tools B - e ‘
Add-ons &Y Disconnect P

'bj Logout

Host Information

Log

& About vMatrix

User Information

User Name: VM2012\userl Client Name: VCP-1
Client Model: V1001 Serial Number: 46-
Operation mode: Offline IP Address: 192.168.0.180
Connect State: Cnline Login Time: 2022-.
View User action Log

Note: click on this icon to extend the view the user’s desktop in full screen. When entering
full screen view, you can move the cursor to the right top corner to exit full screen view.

® Client Cursor Visible: if this option is checked, the mouse cursor of the client can be
displayed in the monitoring screen.
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@ VMATRIX SERVER MANAGER O language | = O X

User Management << @ user01 ﬁ Properties

Device Management

W 15Fps v

fEGE | Allow Contral YLl
Advanced I Show Client Cursorl

= Notification G‘O gle
Tools B Lock .

&Y Disconnect R
Add-ons ec

"j Logout

Host Information

Log

i =N P A
About viatrix = I

User Information

User Name: VM2012\userD1 Client Name: VCP-1
Client Model: V100,/v1 Serial Number: AS-
Operation mode: Offline IP Address: 192.168.0.189
Connect State: Online Login Time: 2022-.

View User action Log

5.1.7 Personal User Settings

To enter the setting page for a selected user, you can right click on the user module on the
initial User Management page, or click on the “Properties” option after entering Personal
Monitoring & Controlling page.
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@ VMATRIX SERVER MANAGER

s. User Management

e Device Management

m Online : 1/10

RDS Solution With vMatrix User Manual

";” language | = 0O X

Al Online Offline Disconnected
”.J. Settings Al v Q‘
%ﬁ Advanced -
_ ® user01 user02
g Tools -
b oo A user01 &2 View Desktop
T Add-ons Online = Natification
&3 Host Information 8 Lock
userQ3 Y DI
E s userd3 & isconnect
-
ETFes :] Logout
About vMatrix (I) Logout and shutdown
user05
userds Open the User Private Space
Offline User Action Log
Set Password...
userQ7
user)7
Offline
Run -
10 ltems
@ VMATRIX SERVER MANAGER P Language | = O X
S
3~ User Management << @ usero1 a PereI‘tiESl
e Device Management / m| 15505 ~
Tu Settings + | Allow Control - =
%ﬁ P +' | Show Client Cursor]
B2 Notification Go gle
ﬁ Tools B ack S s v v
?. e £¥ Disconnect .
'D'] Logout

&3 Host Information

E Log

About vMatrix

= A
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% General Settings

@ VMATRIX SERVER MANAGER VP lnguage | = O X

B e e e Set Information for userQ1

r'd

Device Management

I General
Settings
User Name user(1

Advanced Full Name

Tools Description

Add-ons User must change password at next logon
User cannot change password
Account is Power Users 0

Host Information b
Account is disabled

= Log

.,' About vMatrix

0K BACK

B User Name: user name cannot be changed on this page but only by right clicking the
user module on initial User Management page.

B Full Name: the user’s full name is the top one beside the user icon on initial User
Management page.

€ VMATRIX SERVER MANAGER T lgoge | = O X

e o o ==
= Device Management o Al Oviline Offline Dicconnected
“_I_ Configuration - Q
user | ® user?
Usgr - e
& Host Informustcn Onvhne Onkne
= | .

B Description: description of the user does not show at any other place.

B User must change password at next logon: selecting this option will force the user
to change password at next logon.

®  User cannot change password: selecting this option will disable the user to change
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password.

B Account is Power User: Power User is given more rights to change system settings
than a common user, but less than an Administrator.

B Account is disabled: selecting this option will disable the user account. This is often
used when you want to disable the user temporarily, saving you trouble to delete and
re-create.

<+ Configuration Settings

@ VMATRIX SERVER MANAGER O language | - B %

o

U e Set Information for user01

Device Management

IConﬂguration

Settings
Default
Advanced © To empty the user's customized settings, use the default settings for all common users.
ool
Custom Edit

Add-ons Customize a unique configuration for each user

Haest Information

Optimum View
Enable full Dynamic Desktop Protocol and local desktop experience feature including desktop
backgraunds, themes and menu animation. Choosing this option will increase CPU and memory

= Log

& About vMatrix

Balanced View
Enable full Dynamic Desktop Protocol for a smooth desktop experience. This is the default
option.

Economic  View
Use minimum hast resources, only switch to Dynamic Desktop Protocol when running full screen
applications.

Preset Settings ~ View
Custom perset settings

Temporary User Settings ~ View
Login as a temporary user, user profile will be cleared after logout.

QK BACK

Configuration settings allows you assign various preset settings for one or multi user, to
help you customize different department or job position. Changes will take effect at user’s
next login. Configuration settings include:

m  Default: Apply the configuration as “Settings” - “Preset Settings”.

B Custom: Customize a unique configuration for each user. (This option is not available
when multi users are selected)

B Optimum: The preset settings of the program can only be viewed but cannot be
modified.
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B Balanced: The preset settings of the program can only be viewed but cannot be
modified.

B Economic: The preset settings of the program can only be viewed but cannot be
modified.

B Preset Settings: The configuration newly created by the administrator in "Settings"-
"Preset Settings ".

B Temporary User Settings: The configuration newly created by the administrator in
"Settings"-"Preset Settings ".

Note: This page can only modify the customized configuration. If you need to modify other
configurations, please go to the "Settings" -"User Configuration” page.

5.2 Device Management

5.2.1 Device Information View

On this page, you can view device information including: Device name, Device model, Serial
number, Mac address, IP address, Firmware version, Default login user and Default host.

@ VMATRIX SERVER MANAGER O language | = O X

Currently displaying connected devices but not logged in,There are 24 connected devices. To view logged

»
User M 2 t . .
er Managemen in devices, go to User Management.

Device Management Sorting: Default ~ vcp—1| ey
Settings
¢ VCP-1 VCP-1
B B
Advanced V100/V1 Ab-. V100/V1 Ag-
- 56:45:54:49:04:.9F 192.168.0.227 C8:F4:32:06:16:C5 192.168.0.106
0058 Firmware Yersion 2.1.8.25 Firmware Yersion 2.1.8.25
Default login user user0l Default login user user0d
Add-ons
Default Host winll Default Host vm2019-en

Note: This page displays connected devices (powered on devices in the same LAN as the
host or powered on devices that has ever logged into the host) but not logged in. To view
logged in devices, go to User Management.

5.2.2 Right Click Menu

Right click on a single or multiple device modules to open the device management menu.
Each of displayed options (except Notification) performs a function which can be found on
the device interface, allowing administrators to set up or manage the devices centrally and

remotely from the host side. You can drag the mouse, or use shortcut keys like “shift” or
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“CTRL" + “A" to select multiple modules at a time.

On a single device: Detail Information, Notification, Reboot, Power off, Update
Firmware, Connect to Host, Connection Setting, Display Setting, Input Setting, Network
Setting, Boot Setting, Setting Lock(Unlock Settings), Allocate Users, Add Host, Save
Settings.

% User Ma nagement

@ VMATRIX SERVER MANAGER

Currently displaying connected devices but not logged in, There are 24 connected devices. To view logged
in devices, go to User Management.

Device Management Sorting: Default ~ vep-1 *
Settings
VCP-1 - - P-1
Detail Information
Advanced V100/V1 A6 DA A6
ool 56:45:54:40:04:0F 1 Notification 192.168.0.106
ools ) .
Firmware ‘u".emon Reboot 2.1.8.25
Default login user user(4
Add-ons
Default Host Power Off vm2019-en
Haost Information Connect to host
VCP-1 P-1
g V100/V1 A8 Connection Settings ~ P/V! AG-
About viMatrix C8:F9:39:06:11:04 1 Display Setting 192.168.092
Firmware Version i 2.1.8.25
Default login user Input Setting user08
Default Host Network Setting 52022
Boot Setting
Setting Lock
Allocate Users
Add Host
Save Settings

Show Local Devices Only

More Settings 4 ltems

® On multiple devices: Notification, Reboot, Power off, Update Firmware, Connect to

Host, Connection Settings, Display Setting, Input Setting, Network Setting, Boot Setting,

Setting Lock (Unlock Settings), Allocate Users, Add Host, Save Settings.
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@ VMATRIX SERVER MANAGER M language | = O X

Currently displaying connected devices but not logged in, There are 24 connected devices. Ta view logged
in devices, go to User Management.

User Management

Device Management Sorting: Default ~ vep-1 *
Settings =
i VCP-1 Notification CP-1
- By
Advanced V100071 A Reboot 100/v1 Ag-T
ool 56:45:54:40:04:9F Power Off 192.168.0.106
00 Firmware Version 2.1.8.25
Default login user Connect to host r user(4
Add-ons
Default Host vm2019-en
Host Information Connection Settings
“m VCP-1 Display Setting CP-1
Log T oo 4 . loo/v A6
Input Setting
e — C8:F9:30:06:11:04 Network Setting i 192.168.0.92
Firmware Version 2.1.8.25
Default login user Boot Setting r user0d
Default Host Setting Lock 52022
Allocate Users
Add Host
Save Settings
Show Local Devices Only More Settings 4 ltems

® Detail Information: to view the detail information of the selected device. To enter
this page, you can either double click the device module or right click to select the
option. To change any setting on this page, click “Change”.
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(93 VMATRIX SERVER MANAGER M language | = O X

>

3~ User Management : 1
T
<<Back
e Device Management
Device Model 5100
Tu Settings Serial Number
Firmware Version 2.1.06
Qoﬁ Advanced
: Connection Settings Change
=5 Tools Default login host 52012
Login as domain user Ne
?. Add-ons Save Password Yes
& Host Information Auta Login No
Default user name user(l
E Log Default password Have
About vMatrix £ Display Setting Change
Display Device Name 1
Screen Resclution 1920 x 1080
Display Language English
I Input Setting Change
Keymap us
Keymap apply to Windows Desktop No
Touch Screen Reverse X-axis No
Touch Screen Reverse Y-axis No
-[: Netwaork Setting Change
Connection type Ethernet
MAC address 56:43:54:49:08:78
Use automatic IP address (DHCP) Yes
IP address 192.168.0.120
Subnet mask 255.255.254.0
Gateway 192.168.1.1

a Security Setting

Boot Password Mot have (Change)
Setting is locked No (Setting Lock)
Login host is lecked Ne
Login user is locked Ne
2, Boot Setting Change
Auto-on with Power Yes

B Notification: to send a notification to the selected user.

Notification sent from host:
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@ VMATRIX SERVER MANAGER ‘"’,'ﬂ' language | = O X

Currently displaying connected devices but not logged in, There are 55 connected devices. To view logged

Q|

_-‘- User Management

in devices, go to User Management.

Show Local Devices Only

Device Management

Y
Settings
Advanced A5-8QUA-3828
NOTIFICATION
Tool 192.168.0.145
ools
Message 2108
Add Hast maint isd N legi user2
-Ons 3 .
ost maintenance is done. Mow you can login <3012
Host Information
Log AB-8QUM-1175
& About vMatrix 192.168.0.128
2.0.11.0
userll
=D CANCEL | | peskToP-SVKPQT3
KVM-1 : KVM-1
B ‘Be,
5100 A5-8QUA-2210 $100 AS5-80QUA-3486
56:45:54:49:08:A2 192.168.0.159 56:45:54:49:00:9E 192.168.0.241
Firmware Version 2.1.0.6 Firmware Version 2.1.0.6
Default login user user04 Default login user userd5 -
55 ltems

Notification to the device:

:32 vCloudPointdemo:

Host maintenance is done. Now you can login.

B Reboot: to reboot the selected devices.
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B Power off: to shut down the selected devices.

B Update Firmware: to update the firmware of the selected devices; only works on
devices marked “(old)" in red.

Vi-
V100/V1 A6-

56:45:54:49:04:9F 192.168.1.23

Firmware Version 2.0.2.17 (old)

Default login user
Default Host

Notes: When any host in the same network segment has installed a new version of vMatrix
Server software with a new firmware, vMatrix will prompt a new firmware for update. The
new firmware may be incompatible with an old version of vMatrix Server Manager, so
before updating the firmware, keep the vMatrix Server Manager of all hosts to the same
version.

B Connect to Host: to log the selected devices into the designated host; only works on
devices with default login settings.

B Connection Settings: to change the selected devices login settings including default
login host, default user name, default password, domain selection, password saving
selection and auto login selection which will be used for the devices next login. When
multiple devices are selected, check “Change” to apply, if unchecked, it will leave the
original value. The Default login host can be specified by host name or IP. If the host
is in the domain while users are logging into the host as local users (rather than
domain), cancel the selection of Login as domain users (Available in domain only).

CONMECTION SETTINGS - : x

Default login host Change 52012 Local host
Default user name Change  (multiple-valued)
Default password Change .

Login as domain user (Avaliable in domain only)
+' Save Password

Auto Login

0K CANCEL

B Display Setting: to change the display settings of the selected devices including
device name, screen resolution and language; Check "Change" to apply the setting,
leave it unchecked to keep the original value.
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DISPLAY SETTING x

Display Device Name Change  VCP-1
Screen Resolution Change  (multiple-valued) -
Display Language Change  (multiple-valued) -

Wallpaper settings

Select Image

Reset

Lock Wallpaper

oK CANCEL

B Wallpaper Configuration: custom a wallpaper for the client device Ul,

1. Check Wallpaper Configuration and click “SELECT IMAGE";

DISPLAY SETTING

Display Device Name Change VCp-1
Screen Resalution Change  (multiple-valued) -
Display Language Change  (multiple-valued) -

| Wallpaper settings|

Select Image

Reset

Lock Wallpaper

0K CANCEL

2. Select animage, only JPG image is supported;

@ - 1 | . » wallpaper v & | ‘ Search wallpaper »p I
Organize ~ New folder =~ [ @
+r Favorites Name - Date modified Type Size

Bl Desktop =] 1024x768 1/16/2019 11:43PM  JPEG image 407 KB
I8 Downloads = 1152x864 1/16/201911:42 PM  JPEG image 308 KB
ﬁ Recent places = 1280x720 1/16/201911:41 PM  JPEG image 179 KB
i) 1280x768 1/16/2019 11:41 PM  JPEG image 284 KB
M This PC §| 1280x800 1/16/2018 11:40 PM  JPEG image 467 KB
= 12805960 1/16/2019 11:40 PM  JPEG image 203 KB
€ Network =] 1280x1024 1/16/2019 11:38 PM  JPEG image 271 KB
=] 1360x768 1/16/2019 11:38 PM  JPEG imaage T5KB
= 1366x768 1/16/201911:37 PM  JPEG image 670 KB
= 1680x1050 1/16/201911:36 PM  JPEG image 246 KB

File name: | 1366x768 vl |*.jpg V‘

| Open ‘ | Cancel |

3. Then click "OK" to apply the configuration (if you lock down the wallpaper,
users cannot change wallpaper on the client device.

72



V[/O”dpai”t RDS Solution With vMatrix User Manual

DISPLAY SETTING x
Display Device Name Change | VCP-1

Screen Resolution Change  (multiple-valued) -
Display Language Change  (multiple-valued) -

+| Wallpaper settings

Select Image

Lock Wallpaper

Input Setting: to change the input settings of the selected devices including keymap and
touch screen X & Y axis.

INPUT SETTING x

Keymap Change US M
Keymap apply to Windows Desktop
Touch Screen Reverse X-axis

Touch Screen Reverse Y-axis

OK CANCEL

B Network Setting: The settings in the "Network" page of the terminal login interface.

It can be set when single or multi terminals selected.

NETWORK SETTING
NAME SERIAL NUMBI! | IP ADDRESS SUBNET MASK | GATEWAY PREFERRED DI | STANDBY DNS +' DHCP
s A5-{ 1 235.235.2. 0.0.00 od -
51 5- 190 255.255.2. 192 od
S, A3 19 253.255.. 19: b
test A5 192 255.25% 192 b
test A3-C 197 255.25 19z b
test A5 1 255.27 197 v
test A5-{ 197 255.255 0.0.00 vy
test AS- 1927 255.255.. 1927 b
test AS 1 255.255.2¢ 192, v
test Ab- 1921 255.255.2 192, o
testtu AF-7 192, 255.255.2 11 o
testtu AS-D 192.1 . 255,255, 0.0.00 e
testtu AS 197 255.255 192 e
testtu Ai- 192.1 75.255.2 192 o -
0K CANCEL

B Boot Setting: to enable "Auto-on with Power" and "Remote boot" for the client device.
Check the “Remote boot” option to enable device boot from the vMatrix host. Check
the “Auto-on with Power” option to enable auto device boot with power supply.
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BOOT SETTING x

+"| Remote boot
+" | Autc-on with Power
Boot Password Change
oK CANCEL
B Setting Lock: "SETTING LOCK" is to lock some feature of the terminal login interface.

After checking "Lock host selection" and "Lock user credential", users will not be able
to modify the login host, login user name and password, please allocate as needed in
advance. After checking "Lock remember password" and "Lock auto-login", the option
of "remember password" and "auto-login" of the terminal login interface will be locked.
After checking "Lock screen resolution", users will not be able to change screen
resolution of terminal. After checking the "Lock power button", the "power button" in
the upper right corner of the terminal login interface will be locked. After checking the
"Lock ‘Ping’ button", the terminal will not be able to enter the ping page.

SETTING LOCK x

Unlod

k Password

Lack host selection

Lock user credential

Lock ‘Remember Password’ Cption

Lock 'Auto Login' Option

Lock screen resclution

Lack power button

Lock 'Ping’ button

0K CANCEL

Unlock Device Settings: To unlock the device settings.

UNLOCK DEVICE SETTINGS X

If unlocked, device settings can be changed by its users. Continue?

s | [wo ]
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B Allocate Users: Allocate users created on the vMatrix Server Manager to the selected
terminal. After enabling this function, the terminal automatically selects this machine
as the login host.

ALLOCATE USERS x

user(1 -

Show Admins
userd2

user03 Select all
user(4 nvert Selection
userds
userde
userQ7

user(d A

26 devices and 0 users selected

Password not allocated @ Uze same password Use usename as password

Password (¥}

Auto Login

0K CANCEL

Note:
» The allocation is randomly. If you need to specify the allocation, please set it separately.

» if the number of devices exceeds the number of existing users, some devices will not
be allocated. The numbers of selected users =The numbers of selected devices, to
ensure each devices can be allocated.

B Add host: You can manually add a host for the terminal remotely. It is generally used
to add hidden hosts for the terminals during deployment (hosts on cross-segment
network or WAN).
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ADD HOST x

192.168.1.147:13380 S

T~

192.168.1.110:23384 e ADD

OK CANCEL

Notes:

® If you do not specify a network port, the default network port for remote desktop
connection is 13389. If you have manually modified the host's network port in its
network settings, you need to include the network port in the host IP address as well,
for example, 192.168.1.110:23389.

® \When selecting multiple client devices, the displayed added host in the host list is the
host added from the first selected client device.

B Save Settings: save device settings to the host for restoration in case of settings lost
by resetting.

1. Select the devices to generate duplicates.
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SAVE SETTINGS

SERIAL NUMBER DEVICE NAME CURRENT FIRMWARE DUPLICATE NAME

A5

AS- KVM-1 2106 il
A5-. KvM-1 2106 []
GENERATE DUPLICATE - DELETE DUPLICATE | | RESTORE DUPLICATE |
oK | | CANCEL

2. Check "Auto Restore" and click "OK".

SAVE SETTINGS

SERIAL NUMBER DEVICE NAME CURRENT FIRMWARE DUPLICATE NAME II

A3-8QUA-2171
A5-8QUA-3828
A5-8QUA-3893

A6-8QUM-1175
A5-8QUA-2210 KUM-1 2106 il
A5-8QUA-3486 KVM-1 2.1.06 []
GENERATE DUPLICATE | | DELETE DUPLICATE | RESTORE DUPLICATE |
oK | | CANCEL |

3. Ifyouwant to restore the settings in manually, uncheck the “Auto Restore” option,
select a terminal and click “RESTORE DUPLICATE".
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SAVE SETTINGS b

SERIAL NUMBER DEVICE NAME CURRENT FIRMWARE DUPLICATE NAME | Auto Restore

AS-8QUA-21TT1 1 e Tt ; .
A5-8QUA-3828 2 2.1.0.6 snapshot.2.1.0.6
A5-8QUA-3893 3 2106 snapshot.2.1.0.6
AG-8QUM-1175 A 2011.0 snapsheot.2.0.11.0
A5-BQUA-2210 KvM-1 2106
A3-8QUA-3486 KvM-1 2.1.0.6

GENERATE DUPLICATE DELETE DUPLICATE RESTORE DUPLICATE

OK CANCEL

Notes:

® The client devices shall be connected to the host when “GENERAL DUPLICATE"” and
“RESTORE DUPLICATE".

® "AUTO RESTORE" and “RESTORE DUPLICATE" can only be used after “GENERAL
DUPLICATE".

® When a client device is configured with "AUTO RESTORE" on settings, any changes to
its settings will be recovered when it is powered on, disconnected, or logged off.

® |f the device firmware has been reset to the factory default, when “RESTORE
DUPLICATE", a firmware update will be executed first before recovering the settings.

5.2.3 Sorting

The sorting function allows administrators to locate and manage terminals more
conveniently and quickly.

Sort by Default: listed in ascending order of Device Name and Serial Number.
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VMATRIX SERVER MANAGER ":ﬂ' language | = 0 %

Currently displaying connected devices but not logged in,There are 27 connected devices. To
view logged in devices, go to User Management.

Device Management Sorting:{Default ~ Q|

User Management

-
Settings
? : TEST-3 TEST-3
L T bl - TS
J— VIOONT A6 VIOONT A6
ool C8:10:3A:06:0C:96 192.168.0.178 C8:10:3A:06:0C:99 192.168.0.181
oS Firmware Version 21.7.0 Firmware Version 21.7.0
Add Default login user user27 Default lagin user user2d
-ons
Default Host WIN-QHSJULDEF8S Default Host WIN-QHSJULDEF2S
Host Information
TEST-3 2 TEST-3
Leg CTE e vioont Ae ST vioov1 A6
PV, C8:10:3A:06:0C:C 192.168.0.184  C810:3A06:0C:€ 192.168.0.187
Firmware Version 2.1.7.0 Firmware Version 21.7.0
Default login user lzm Default login user user30
Default Host 14.146.94,138 Default Host WIN-QHSJULDEF2S
TEST-3 : TEST-3
B T
V100,431 Ab- W100/\V1 Ab-
C8:10:3 A:06:0C:A0 192.168.0.188 C8:10:3A:06:0C:A1 192.168.0.198
Firmware Version 2.1.7.0 Firmware Version 21.7.0
Default login user user03 Default login user userD6 v
Show Local Devices Only More Settings 27 Items
Sort by IP: listed in ascending order of terminal IP address.
VMATRIX SERVER MANAGER P language | = 0O X
U anagement C.urrently displayin.g connected devices but not logged in There are 27 connected devices. To
view logged in devices, go to User Management.
Device Management P Q ‘
a
Settings
: VCP-2 TEST-3
LT Wl Ty
Advanced 5100 AS- V100/V1 A6- N
Tool 50:45:54:49:0D:C9 192.168.0.69 C8:10:3A:06:0C:A5 192.168.0.75
008 Firmware Version 21.8.16 Firmware Version 21.7.0
Add Default login user userld Default login user userl7
-ons
Default Host 52022 Default Host WIN-QHSJULDEFSS
Host Information
_ VCP-2 : VCP-2
Log ==l 5100 As. TRt 5100 AS-
P 56:45:54:49:08:D5 192168.0.84  56145:54:40:0E:0D 192.168.0.85
Firmware Version 2.1.8.16 Firmware Version 2.1.8.16
Default login user admin Default login user userD9
Default Host 192.168.1.9 Default Host 52022
VCP-2 = VCP-1
B il T
5100 A5 5100 A5-
56:45:54:49:07:DC 192.168.0.89 56:45:54:49:04:15 192.168.0.95
Firmware Version 2.1.8.16 Firmware Version 2.1.8.16
Default login user userd7 Default login user userl2 A
Show Local Devices Only More Settings 27 Items
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vc/oudpoint

5.2.4 More Settings

VMATRIX SERVER MANAGER ";ﬂ' language | = 0O X%

Currently displaying connected devices but not logged in, There are 27 connected devices. To

User Management 3 d B
er Vianagemen view logged in devices, go to User Management.

Device Management Sorting: Default ~ ‘ Q |
-
Settings
TEST-3 TEST-3

Advanced = V100/V1 A = V100/V1 AB-
Tool C8:10:3A:06:0C:96 192.168.0.178 C8:10:3A:06:0C:99 192.168.0.181

o0 Firmware Version 21.7.0 Firmware Version 21.7.0

Default login user user27 Default login user user28

Add-ons

Default Host WIN-QHSJULDEFSS Default Host WIN-QHSJULDEF2S
Host Information
TEST-3 TEST-3
Log = V100,41 AG- W100/\V1 AG-
P, C8:10:3A:06:0C:C 192.168.0.184  C810:3A06:0C:9€ 192.168.0.187
Firmware Version 21.7.0 Firmware Version 21.7.0
Default login user lzm Default login user user30
Default Host 14.146.94.138 Default Host WIN-QHSJULDEFSS
TEST-3 TEST-3
il T il T
V100/VT As- vig Upagrade Setting
C8:10:3A:06:0C:A0 1921680188 C8:103A060C4|  Connect Setting
Firmware Version 217.0 Firmware Versio
Default login user user05 Default login usq Duplicate Managemen
Show Local Devices Only More Settings 27 Ttem

B Upgrade Settings

When automatic upgrade is enabled, if the terminal of an earlier version does not log in

within a specified period (Customized by administrator), the terminal will be automatically
upgraded to the latest firmware version.

Check “Auto Upgrade”, check “Control only terminals that log on the localhost” if you
need, enter a suitable waiting time and then click “OK”, the terminal will be
automatically upgraded to the latest firmware version after the specified time.
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UPGRADE SETTING

‘

Auto Upgrade: v
Control only terminals that log on to the localhost: v
Timeout: Ed Seconds

When automatic upgrade is enabled, if the terminal of an earlier
version does not log in within a specified period, the terminal will
be automatically upgraded to the latest firmware version.

oK CANCEL

®  Connect Setting

When automatic connection is enabled, if the terminal is not logged in within the specified
time (Customized by administrator), it will automatically log in to the corresponding host.

Check “Auto Connect”, check “Control only terminals that log on the localhost” if you
need, enter a suitable waiting time and then click “ok”, the terminal will be
automatically log in to the corresponding host after the specified time.

CONMECT SETTING b 4
Auto Connect: o
Control only terminals that log on to the localhost: d
Timeout: 30 Seconds

When automatic connection is enabled, if the terminal is not
logged in within the specified time, it will automatically log in to
the corresponding host.

OK CANCEL

B Duplicate Management
View and delete the Duplicate stored in this host.

In some cases, setting up Auto Restore may cause some problems. E.g., if you set a
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static IP for the terminal to generate duplicates and set Auto Restore, and the IP is
occupied, the terminal cannot connect to the host. Then even if you modify the IP to
connect to the network later, it will automatically restore to the previously generated
IP, causing the terminal to not work normally.

Find the corresponding duplicate in “Duplicate Management” according to the serial
number and click "Delete".

DUPLICATE MANAGEMENT x

Serial Number Auto Restore Duplicate Name

snapshot.2.1.2.9 DELETE
A5- True snapshot.2,1.2.9 DELETE
AS- True snapshot.2.1.2.9 DELETE
A5- True snapshot.2.1.2.9 DELETE
AS- True snapshot.2.1.2.9 DELETE
A5- True snapshot.2.1.2.9 DELETE
A5- True snapshot.2,1.2.9 DELETE
A5- True snapshot.2.1.2.9 DELETE
A5 True snapshot.2,1.2.9 DELETE
A5 True snapshot.2.1.2.9 DELETE
A5- True snapshot.2,1.2.9 DELETE
AS- True snapshot.2.1.2.9 DELETE
A5 True snapshot.2,1.2.9 DELETE ¥

0K
.
5.3 Setting

5.3.1 User Configuration

Users who select "Default" in "Configuration Settings" will apply the User Configuration

selected here, and the default is "Balance". You can create multiple configuration copies
by yourself, and the newly created copies will be displayed in "Configuration Settings", to

help you customize different department or job position. The preset "Optimum",
"Balanced", and "Economic" cannot be modified or deleted.
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VMATRIX SERVER MANAGER P langusge | = O X

User Management User Configuration
Device Management
Optimum View Mew Copy
Settings Enable full Dynamic Desktop Protocol and local desktop experience feature including desktop

backgrounds, themes and menu animatian. Chaosing this option will increase CPU and memory

Balanced View New Copy
@ | Enable full Dynamic Desktop Protocol for a smooth desktop experience. This is the default option.

Economic View MNew Copy
Use minimum host resources, only switch to Dynamic Desktop Protocol when running full screen
applications.
Advanced
Preset Settings Edit Delete
Tools Custom perset settings

Add-ons

Temporary User Settings Edit Delete
Host Information Login as @ temporary user, user profile will be cleared after logout.

Log

2% About vMatrix

View: View the preset configuration.

New Copy: Create a new configuration copy based on the preset configuration, and modify
the configuration as needed.

Edit: View or modify the configuration copy that has been created.

Delete: Delete the configuration copy.
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VIEW PRESET OPTIOMS
et

Unlimited hd
1920 x 1080

® Enable
) Disable

. ! : . , High
Quality - , ..

Allow play and record audio -

Enable desktop wallpapers

Enable user interface themes

0K

B Screen Resolution:

Unlimited -

g |

Limit to maximum resolution

Lock resolution

Umlimited: The desktop resolution is synchronized with the display resolution of the
terminal login interface.

Limit to maximum resolution: The desktop resolution is synchronized with the display
resolution of the terminal login interface, but it will not be higher than the maximum
resolution limited here.

Lock resolusion: The desktop resolution is forcibly set to the locked resolution.

B Graphic Acceleration:
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@ Enable
() Disable

) ' ' ' . High
Quality : : .

Enable (Recommended): Enable the self-developed Dynamic Desktop Protocol (DDP) to
reduce the consumption of terminal screen resources and provide a smoother experience.
Different image quality has different requirements for the host's CPU and network, and
the default is high.

Disable: Turn off the Dynamic Desktop Protocol and use the RDP Protocol that comes with
Windows, and some screen flash will appear. It is not recommended to disable Graphic
Acceleration.

B Audio Options:

Allow play and record audio hd

Allow play and record audio
Allow play audio only
Disable audio

Allow play and record audio: Terminal users can listen to the sound and use the

microphone. This option is selected by default.

Allow play audio only: Terminal users can only listen to the sound; the microphone is
disabled.

Disable audio: Both the sound and the microphone are disabled.

B Desktop Options:

+' Enable desktop wallpapers
Enable user interface themes
Show window contents while dragging

Enable menu animations
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Enable desktop wallpapers: The user can customize the desktop wallpaper. If it is not
enabled, it will be a black wallpaper (the server system needs to install the desktop
experience component first).

Enable user interface themes: The user can customize the interface theme.

Show window contents while dragging: The contents of the window move along with
the drag of the window. When it disables, only the frame of the window moves when the
window is dragged.

Enable menu animations: The animations will be displayed when you click start or others
menu.

Note:

1) All of the desktop options are not checked by default. Enabling the options will consume
more system CPU and network resources.

2) After Enable desktop wallpapers is checked, a screen flash will appear when the terminal
logs in. This is a normal phenomenon, and it will return to normal after a few seconds.

B Remote USB Options: If the option is not checked, only input devices such as mouse
and keyboard can be used.

+' | Enable USB printer
+' | Enable USB storage devices

+" Enable other remate USE devices

Enable USB printer: Check it to allow the use of USB printer devices on the terminal.

Enable USB storage devices: Check it to allow the use of U disk and mobile hard disk
devices on the terminal.

Enable other remote USB devices: Check it to allow the use of other USB devices except
U disks, mobile hard disks and USB printer devices on the terminal.

B After the user login run the program:
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Checked this: After the users log in, the program or file under the path is automatically
opened. The users are only allowed to run the currently specified program. After the
program or file is closed, the user session is automatically logged out.

If you need to run a file automatically, please follow the format: program under a
certain path + space + file under a certain path

E.g., "C:\Program Files (x86)\Microsoft Office\root\Office16\WINWORD.exe"

“D:\123.doc”

B Other Options:

+' | Enable chat function
Log in as a temporary user

Delete user private disk data after logout

Enable chat function: Check to allow users to use chat tools.

Log in as a temporary user: Checked this, the user will become a temporary user. When
a temporary user logs in, a temp folder will be generated to temporarily store the user
profile of the user. The temp folder will be automatically deleted after the user logs out. (If
you need to revert to a normal user, just uncheck this)

Delete user private disk data after logout: Checked this, the user's private disk data will
be cleared every time when the user log out.

5.3.2 Network Ports Configuration

Set the Windows Remote Desktop Services port number, the network communication
port number of the vMatrix Server Manager, and whether the host can be automatically
discovered by the client users. Using 3389/13389 as default port numbers if without
specific reasons.
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'@ VMATRIX SERVER MANAGER VM language | = O X

S5 User Management Network Ports Configuration

e Device Management

TU. Settings

VMATRIX NETWORK SERVICE

Communication port range from: 13389

Specify the TCP port number range beginning. vMatrix Network Services will use this number as a
hint to search one or maore available ports for communication.

Host visibility

Visible -

%q Advanced REMOTE DESKTOP SERVICE (RDP)
= Listen port: 3389
i Tools
F Add-ons
& Host Information

Log
.,' About vMatrix

SAVE

Communication port range from vMatrix Server Suite NETWORK SERVICE: vMatrix
Server Manager uses TCP 13389-13393 by default, plus one port for each end user. For
example, if 10 users log in to vMatrix host, the ports used are 13389-13403.

Host visibility: Control whether to display vMatrix host to the host list of the terminal. If
hidden, you can also search for vMatrix host by manually entering the host's IP address.

Listen port of REMOTE DESKTOP SERVICE (RDP): The remote desktop service uses TCP
port 3389 by default. If there is no special requirement, just keep the default.

5.3.3 Storage Settings

vMatrix allows admins to manage terminal users’ access to the local drives including
external drives connecting to the host.



V[/O”dpai”[ RDS Solution With vMatrix User Manual

VMATRIX SERVER MANAGER fﬂ' language | = 0O %

User Management Storage Settings

Device Management Terminal user's access permission to local disk 7

Settings Partition Status Read/Write Authorized Users
L C MNone
v ] Public Drive A Read Only ¥ | Some Users
v E Read Write = Everyone

Advanced

Tools

Add-ons

Host Information

=l Log

¥ About vMatrix

SAVE

® Status
B Unchecked (Unmanaged): Do not manage the current disk.
B Public Drive: files in this drive are accessible to all authorized users.

B Private Drive: files in this drive are only visible to the owner and the
administrators.

B Read/Write: setting user’s read-write permission.
B Authorized Users: only the authorized users and admin can access the drive.
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AUTHORIZED USERS MANAGEMENT

= Everyone (including users created later)

@ Designated Users

userld user(
user user2
user(6 user(3
userl7
user(d =
user(9
user10 b2
0K CANCEL
Notes:
® The storage setting supports multiple private drives, excluding the C drive.
® Disks of non-NTFS and Non-REFS (such as FAT and exFAT) file system do not support
read/write control.
® The storage setting works for users only, not for administrators.
® Administrators cannot join the remote desktop users group, otherwise they will not
be able to access disks that are set as private disks
® Private drive settings only work for users running on a vCloudPoint zero client. Private
drives in the File Explorer viewed by a zero client user are those drives with a lock icon
® Settings saved to the system may take longer time for drives with many files.
B Administrator’s view on a private drive:
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Home Share View ~ 9

. E
| & cut [ Moveto - X Delete ~ B D S Hselectan
[#=] Copy path - @ 58 Select none

Copy Paste IE Copyto ~ =0 Rename New Propverties

E Paste shortcut folder EEInvert selection

Clipboard Crganize Mew Cpen Select

@ - N tri e v| & | | Search vMatrixUserStorage 0

ﬁ Favorites / Date modified Type

B Desktop j userl 5/23/2016 5:29 PM File folder
Li. Downloads ) user2 4/12/2016 2:54 PM File folder
‘&l Recent places ) user3 4715/2016 11:03 AM  File folder
) userd 4/26/2016 359 PM File folder

18 This PC | users 4/20/2016 9:37 AM File folder
| userb 4/20/2016 9:37 AM File folder

f! Metwork L user? 4/20/2016 %37 AM File folder
L) user 4/20/2016 %37 AM File folder

| userd 5/17/2016 422 PM  File folder

L userl0 4/13/2016 11:46 AM  File folder

) userl 4/13/2016 11:46 AM  File folder

L userl2 317/2016 436 PM  File folder

j userl3 5/17/2016 437 PM File folder

j userld 5/17/2016 440 PM File folder

| I L\ userls 517/2016 4:44 PM File folder
£

31 items

B User's view on a private drive:

Private drives is the drive with a lock icon@ .

Computer View v 9
© o~ [ ThisPC » v & | [ search This PC o |
437 Favorites 4 Folders (6)

Il Desktop
8 Downloads h Desktop E& Documents
% Recent places J
h Dounlosds b Huse
b € Network E Pictures . Videos
4 Devices and drives (4)
am System (C:) Software (D:)
Sommm )
43.5 GB free of 59.9GB @ 59.8 GB free of 59.9 GB
Private (F:)
@ [ 1| DVD Drive (L)
59.8 GB free of 59.9 GB
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5.3.4 IP Virtualization

Introduction: With Shared Computing solution, multiple users have their own desktop
sessions on a single host OS. Because these sessions are on the same OS, they all share
the IP address of the host for network communication. The sharing of an IP address for
multiple sessions sometimes causes problems in an environment. IP virtualization allows
a unique IP address for each user session on the host for its network communication,
fixing compatibility problems for use cases where a unique IP address is required for
each user session.

Enable IP virtualization: check the "Enable IP virtualization" option and choose the
appropriate method(s) to assigned IP addresses. Users who are not assigned a virtual IP
will still use the host's IP address.

Use Cases:

IP virtualization solves the compatibility problem that some users need unique IP
addresses in the desktop session based on the environment:

B Certain applications, such as CRM and CTI, require a unique IP address that can't be
the same as any other instance of the application.

B Tracking of traffic by IP address.
B Filtering or controlling traffic based on IP address.
Things to know before configuration:

m|P Virtualization configurations require certain network knowledge. Incorrect
configurations may cause IP conflict or network failure.

mWhen IP virtualization is activated, the total number of LAN IP address used by the
Shared Computing solution the will be double as before. Besides the IP address used by
the client device, each client users will have an additional virtual IP address on the shared
host for network communication.
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W iWIATRIX SERVER MANAGER "‘,'ﬂ' language | = 0O X

User Management |P Virtualization

Device Management
9 Learn about IP Virtualization

Settings [’d Enable IP alizatio
Select Netwaork Device Intel(R) 82574L Gigabit Network Connection ~
Subnet Mask 253.255.235.0

~ + | Dynamic IP Address

Assigment Method @ Specify an IP address rangs Use IP Address List
Start |P address 192.168.0.201
192.168.0.254
P T— End IPF address
 Static IP Add,

fecs Assign static virtual IP address ...

Add-ons

Host Information SAVE

Log

About vMatrix

How to configure:

You can allocate a range of list dynamic IP addresses to users or assign a static IP address
to each user.

@ Dynamic IP addresses

a) IP address range: fill in the range of network segment to be allocated in the starting IP
address and ending IP address. The default subnet mask is 255.255.255.0, which can be
modified as required.

Enable IP Virtualization

Select Metwork Device Intel(R) 82574L Gigabit Metwork Connection

Subnet Mask 255,255.2535.0
— |+ Dynamic IP Address

Assigment Method @ Specify an IP address range Use IP Address List
Start IP address 192.163.0.201
End IF address 192.168.0.254

— Static IP Address

Assign static virtual IP address ...

b) IP address list: fill in the IP addresses to be assigned in the IP address list box, one IP
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address each line. The default subnet mask is 255.255.255.0, which can be modified as

required.
Enable IP Virtualization
Select Network Device Intel(R) 82574L Gigabit Network Connection ~
Subnet Mask 255.255.255.0

 «| Dynamic IP Address

Assigment Method Specify an IP address range @ Use IP Address List

1921681111
192.165.1.112
192.168.1.113
| . 192.168.1.114

IP Address List 192.168.1.11ﬂ

| ~Static IP Address

Assign statiic virtual IP address ...

@ Static IP addresses: in the User Management page, select the user and right-click to set
IP virtualization. In the pop-up window, check " Set IP Virtualization... , fill in the address

and click “OK" to apply.

@ VMATRIX SERVER MANAGER

—

bm LUser Management m Online : 2/10

Device Management Al Online Offline Disconnected

Settings Al v

Advanced

Tools & &2 View Desktop

= Notification
8 Lock

Host Information : .
' £¥ Disconnect

Add-ons Onling

Log ) Logout
Offling

Ll Open the User Private Space

User Action Log
Offling Set Password...

Properties

Set IP Virtualization...

Offling Run
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USEROT IP VIRTUALIZATION x

+" Use static virtual IP addresse

| 192.168.1.222] |

OK CANCEL

You can select multiple users to assign static IP addresses at once.

ASSIGN STATIC VIRTUAL IP ADDRESS x
USER NAME IP Address | drag down/up to incrementally/ d...
user( 192.168.1.111
user(2 192.168.1.112
user(3 192.168.1.113
user(4 192.168.1.114
user(3 192.168.1.115
user(e 192.168.1.116
user(7
user(d
user(9 192.168.1.233 L
userlQ
0K CANCEL
Notes:

® When enabling IP virtualization, please set a static IP address, which do not in the
virtualization IP address pool, for the host.

Dynamic IP addresses and Static IP addresses can be used at the same time.

IP virtualization can only be set for a single network card. If the server has multiple

network cards, the terminal needs to log in to the host through the network card with

IP virtualization enabled, otherwise IP virtualization will not take effect.

® [f the host has multiple network cards, the virtual IP address range must be in the
same network segment as the current network card. Otherwise, client devices will be
disconnected when logging in.

® |f the allocated virtual IP address has been occupied or the dynamic IP address pool
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runs out, the virtual IP address will not be effective on the user session and the user
session will continue to use the host's shared IP address.

5.3.5 Server Group Configuration

Server group configuration allows the IT admin to set connection polices for hosts within
a server group.

® Hot Spare: hot spare is a fail-over policy to ensure business continuity for a server
group with multiple running hosts. With hot spare enabled, when the preferred host
fails, the users running on it will automatically log into an alternate host in the server
group according to a preset priority order.

How to configure:

1. Create same user accounts on the shared host.

€5 VMATRIX SERVER MANAGER U Language | = O X

$ User Management N ew U sar
em Device Management o
General
Tu Settings
rFy
Qo"’ Advanced Create a single user @ Create multiple users
i Tools Username Pattern
Prefix user
?"' Add-ons
Suffix
Host Informati i
€@ Host Information Variable figure length 1 A
E Log Starting figure 1
'ﬁ: About vMatrix Number of usernames 1 A
Preview
@ Use same password Use usename as password
Password (%)

Confirm Password (%)

CREATE BACK

2. Atthe Settings page of vMatrix Server Manager, enable the “Hot Spare” option.
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& User Management Server Group Configuration
em Device Management Policy
Tu Settings Hot Spare ~ | What is hotspare?
Disabled
Hot Spare

| Load balancng

Server Group Member

localhost 13389

Advanced

Tools

fAdd-ons 13289 ADD
Host Information
=l Log

3. Customize a Server Group Name.
User Management Server Group Configuration
Device Management Policy
Settings | Hot Spare ~ | What is hotspare?

Server Group Name
I ServerGroup I

Server Group Member

localhost 13389
Advanced
Tools
Add-ons
13389 ADD

Host Information

Log

4. Enter the IP addresses that ready add to other hosts of the server group. If the port
number of "Settings" - "Network Port Configuration" - "Network Service" has
modified, please enter the modified port number. If it has not modified, keep the
default, and click the "Save" after adding.
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'@ VMATRIX SERVER MANAGER P Language | =
& UserManagement Server Group Configuration

e Device Management Palicy

TU, Settings Hot Spare * | What is hotspare?
Server Group Name ‘

ServerGroup

Server Group Member

lacalhost

Advanced 192.168.0.238

Tools

Add-ons

192.168.0.239 13389 ADD

Host Information

Log

About vMatrix

Changing the server group configuration will clear the connection pricrity configuration

SV for all users!

5. At User Management page, select users and set “Connection Priority” for them.

VMATRIX SERVER MANAGER ":ﬂ' language | = O

Device Management v a1 [ online Offline Disconnected
Settings - ‘ Q‘
Advanced -
user01 ® userd2
Tools AR 01 A o0
Add-ons Online = Notification
Host Information ? user B Lock
! v o
. p user03 &' Disconnect
Clg |
Logout
Offline O 9
About vMatrix
- Set Password...
- user05
user05 . o
Set IP Virtualization...
e Connection Priority
- Run
" user07
uzer(7 1 uszer(8
Offline Offline
-
10 ltems
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CONNECTION PRIORITY x
IP ADDRESS PORT ORDER
127.0.0.1 13389 1
192.168.0.238 13389 2
192.168.0.239 13389 3
OK CANCEL
6. Repeat the above steps on other shared host in the server.

Note:

1

2)

3)

The Connection Priority set by the primary and secondary servers for users should
be the same.

When the primary server is down or disconnected from the network, users will
reconnect to the secondary server according to the preset Connection Priority.

To connect to the primary server when it is back online from a failure, users simply
sign their session off from the alternate server and connect again. If there are 2 or
more same active sessions in the server group, the last session that the user
connects to will be connected, regardless of the connection priority.

Load Balancing: load balancing is the process of distributing compute resources
across multiple hosts. It efficiently distributing incoming user login requests across a
group of hosts according to the resources availability. This ensures no single host
bears too much workload.

How to configure:
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1. Create same user accounts on the shared host.

VMATRIX SERVER MANAGER VP longusge | = O X

j3 User Management N ew U ser
Device Management
General
Settings .
Advanced Create a single user @ Create multiple users
Tools Username Pattern
Prefix user
Add-ons
Suffix

Host Infy atiol .
ostmormation Variable figure length 1 -

E Log Starting figure 1
About vMatrix Mumber of usernames | 1 -
Preview
@ Use same password Use usename as password

Password (%)

Confirm Password (%)

CREATE BACK

2. Atthe Settings page of vMatrix Server Manager, enable the “Load Balancing” option.

o 0 o
&& User Management Server Group Configuration
= Device Management Palicy
Tu Settings Load balancing * | What is Load balancing
Disabled Hected, please do not use it for the time being.

Hat Spare
|

Server Group Member

localhost 133890
Advanced
Tools
Add-ons
13389 ADD

Host Information

E Log

3. Customize a Server Group Name.
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& User Management Server Group Configuration
oo Device Management Policy
Tu Settings Load balancing ¥ | What is Load balancing

This function still needs to be perfected, please do not use it for the time being.

Server Group Name

| Sen.ferGroud

Server Group Member

localhost 133890
Advanced
Tools
Add-ons
13389 ADD

Host Information

Log

4, Enter the IP addresses that ready add to other hosts of the server group. If the port
number of "Settings" - "Network Port Configuration" - "Network Service" has
modified, please enter the modified port number. If it has not modified, keep the
default, and click the "Save" after adding.

Server Group Configuration

Policy

Load balancing * | What is Load balancing

This function still needs to be perfected, please do not use it for the time being.

Server Group Name
ServerGroup

Server Group Member

localhost 13389
192.168.0.238 13389 &
| 192.168.0.239 ‘ 13389 ADD

Changing the server group configuration will clear the connection priority

R configuration for all users!
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VMATRIX SERVER MANAGER O language | = O X

User Management Server Group Conﬁguration
Device Management Palicy
Settings | Load balancing M | What is Load balancing

This function still ;d: to be perfectpd, please do not use it for the time being.

Server Group Mam

ServerGroup

Server Group Member

localhost 13389
Advanced

192.168.0.238 13389 e
Tools

192.168.0.239 13389 (=]
Add-ons

13389
Host Information Aoy
Log
About vMatrix ‘
SAVE Changing the server group configuration will clear the connection priority configuration

for all users!

5. Repeat the above steps on other shared host to add them to the same server group.

Note: With vMatrix Server Manger version 2.7.0, hosts in the group are assigned to users
based on their current memory availability. More available options, such as CPU
workload, and number of active users, will be introduced in future released versions.

More about Server Group Configuration:

® The username and password created on the primary and secondary servers must be
the same.

® Fill in the correct server group name, group member IP address and port.

® After hosts join a server group, the host name displayed in the host list of the
terminal device will be the server group name instead of the host name.
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5.4 Advanced

5.4.1 Monitor Authorization

VMATRIX SERVER MANAGER O longuage | = O X

User Management Monitor Authorization

Device Management
ADMINISTRATOR'S VIEW/CONTROL PERMISSIONS ON THE USER'S DESKTOP
Settings
l e

Users will not receive any confirmation from Administrators which want to access their

% Advanced desktop.

Need confirmation

Administrators need to request permission from end users or enter SA password in order
wview end user desktops. Administrators can change this setting anytime, but every change
will be kept in the management log.

SA password (leave empty to cancel SA password setup)
Tools
Add-ons
Host Information SAVE

® Don't need confirmation:

Administrators can monitor user desktops without requiring confirmation from the
monitored users.
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@ VMATRIX SERVER MANAGER O language | = O X

Device Management ' All Online Offline Disconnected /

Settings Al v | Q|
Advanced ® user01 ® user02 .
A a0 A er0?
Tools
Online CPU:0% Memory: 7 % Cnline CPU:0% Memory: 7 %

Add-ons

Host Information

Log

{5 About vMatrix

® user03 user04
A 03 user(d
Online CPU:0% Memeory: T % Offline CPU:0% Memory : 0 %

|

10 ltems
¢3 VMATRIX SERVER MANAGER O language | = O X
5 User Management << @ user01 ¢ Properties
e Device Ma it
evice Managemen = 1sEps v
Tu_ Settings Allow Control
Show Client Cursor

3 Notification

B Lock

&Y Disconnect

'E Logout

&% Host Information

i Log

':‘1:; About viMatrix

User Information

User Name: V201 2\user01 Client Name: VCP-1
Client Model: V100/V1 Serial Number: A6-
Operation mode: Offline IP Address: 182.168.0.228
Connect State: Online Login Time: 2022
View User action Log

® Need confirmation:

You are required to setup a Super Administrator (SA) password when this option is selected.
By selecting this option, administrators need to send request to the user or enter SA
password in order to get approval to monitor the user desktop. (Note: as local system
administrators have the highest privileges, there is no effective way to prevent local system
administrators from changing the settings, administrators can simply cancel monitor
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authorization by simply changing the setting to “Don't need confirmation” or changing the
SA password, however, this option allows organization owners to track management logs
which is available to view through “Log” -> “Management Log" of this software.

@ - VMATRIX SERVER MANAGER

5 User Management L UERIU Online : 3/10

= DRy Er v Al Online Offline Disconnected
Settings Al v | q|
Advanced -
@ user01 @® user0?
Tools A =0t A e
Add-ons Online CPU:0% Memory: 7 % Online CPU: 1% Memory: 12 %

Host Information

Log

ission required to view current user

/8 About vMatrix

@ user03
A s

Online CPU: 0% Memory: 7 %

|
"-‘,?‘ VMATRIX SERVER MANAGER

£ Tt << lz' user01

== Device Management

Settings ' Allow Control
Advanced Show Client Cursol

o Tools

Add-ons

Host Information

Log

% About vMatrix

User Information

G e | = 3 X

user04
user(4

Offline CPU:0%

__ bl

F Language | —
b Properties
o 15Ees v

Permission required to view current user desktap

Reguest Desktop View or Enter SA Password

ission required to view current user

Memory : 0 %

10 Items

User Name: VM2012\user01
Client Model: V10071
Operation mode: Offiine
Connect State: Online

View User action Log

Client Name: VCP-1
Serial Number: AG-
IP Address: 192.168.0.228
Login Time: 2022
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5.4.2 Management Token

¥ VMATRIX SERVER MANAGER ";ﬂ' language | = B X

User Management ManagementToken
e Device Management
AUTHENTICATION BEHAVIOR WHEN RUNNING THE MANAGER PROGRAM
Settings
”J' S ® No password is required to run
% Advanced Password must be entered
Even users in the administrator role need to have the correct key to run the admin side.
Password:
ﬁ Tools
?" Add-ons
4% Host Information SAVE

To control whether need a correct key to run the vMatrix server manager.

® No password is required to run
® Password must be entered

Even users in the administrator role need to have the correct key to run the vMatrix server
manager.

@ BOOT PASSWORD

The hypervisor has enabled management token,
you need to enter the correct key to run!

CAMCEL
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5.4.3 Notification

W4 VMATRIX SERVER MANAGER ":ﬂ' Language | = [0 X

S User Management Notification Settings

Device Management
Notify me when a client device is disconnected

Tu Settings
Select Sound: | Hand v TEST

%- Advanced Hand
Asterisk
Beep
Exclamation
Question
Custom

ﬁ Tools

?‘ Add-ons

&% Host Information SAVE

When notification function is enabled, the administrator will be informed with a bubble
prompt if a client device disconnects from the host. This function is often used in

unmanned cases to notify the administrator on session disconnections.

1) Check to enable notification. Select the sound effect. Depending on the system, the
default sound effects will be Hand, Asterisk, Beep, Exclamation, Question or muted.

2) You can also use a custom sound file in *.wav format. Click “Save” to complete the
setting. When a client device disconnects, the administrator will see a bubble prompt
with sound alert.

© Client device disconnected! * X

user3
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5.4.4 Enhancement Mode

Enhancement Mode may solve compatibility issues that some programs need to end the
system process before upgrading (such as some erp systems) or isolate some serial
devices(such as Wacom STU 450 Signature Pad) to improve compatibility.

5, .
€3 VMATRIX SERVER MANAGER O™ language | = O X

User Management Enhance MOde

Device Management
Enhanced Compatibility Mode (experimental)
Tu Settings f ]

-
% Advanced Disable

Enhance Mode can benefit these use cases:

1. Resolve compatibility issues that some programs need to end the system process before
upgrading (such as some erp systems);

2. Isolate some serial devices to improve compatibility;

If you do not encounter the above compatibility issues, please turn it off.

ﬁ Tools

?" Add-ons

&M Host Information SAVE

Note: If you do not encounter the above compatibility issues, please turn it off.
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5.4.5 Permission Control

VMATRIX SERVER MANAGER "“:-ﬂ' Language | = 0O %

User Management Permission Control

Device Management

Settings Shutdown button ( Login Screen )

Advanced

Hidden -

Visible utdown button appears on the welcome screen when the

Function menu visibility

@ Visible

Hidden

Specifies the right click menu visibility of the tray icon in the bottom right corner of the
terminal session desktop.

Remaovable disk write protection{effect after re-login the host)

Disable -
Tools
Add-ons
Host Information SAVE

B Shutdown button (Login Screen): The switch controls whether the shutdown
button appears on the welcome screen when the terminal is logged in anonymously.

The terminal can enter the Windows login interface through the guest account.
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P Login [_] Display € Network 4" Ping Q, Boot

Host List Manual Add

vm2012
LA

20h2
(]
DESKTOP-L3CBTN2

vm2019-en
[ ]

Device Model: vCloudPoint V1
Device Name: V1-8QUM-1134
Serial Number: A6-8QUM-1134
IP Address: 192.168.0.11
Firmware Version: 2.1.2.8
IEEE802.1x:disconnected

® Shutdown Button Hidden:

Administrator user01 K user02 user03

=8 Windows Server2012R2

® Shutdown Button Visible:
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Administrator user01

28 Windows Server2012R2

B Function Menu Visibility: Control whether the right-click function menu of the tray
icon in task tray of the terminal user's desktop is visible.

Set Language

Modify Login Password...

Disconnect

Logout

Legout and shutdown

=g [ B2 O

B Removable Disk Write Protection: to control the write permission of removable
disk. When Write Protection is enabled, users (including administrators) will not have
permission to write data to the removable disk.
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- | 4= Drive Tools Removable Disk (O:) -0 %
Home Share View Manage b 9
© - 71 |_ b ThisPC » Removable Disk (03 v c,| | Search Removable Disk (0) P |
A i <
< Favorites [ Narme Date maodified Type g
B Desktop
4 Downloads
Q__ﬂ Recent places You'll need to provide administrator permission to copy to this folder
Removable Disk
18| This PC o T Space free: 29.8 GB
w' Total size: 29.9 GB
f- Metwork
E@ Continue i |
Maore details
£ 1]
2 items

5.4.6 Printer Setting

VMATRIX SERVER MANAGER ‘,'ﬂ' Language | = O X

User Management Printer Setting

Device Management

Config default printer automatically

Settings
Enabl -
Advanced nasie

By enabling this setting, when a new printer is connected to the terminal device, this new
printer will be set as the default printer for the terminal session.

?‘ Add-ons

41 Host Information SAVE
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Config default printer automatically: By enabling this setting, when a new printer is
connected to the terminal device this new printer will be set as the default printer for the

terminal session.

Note: Not supported for configuring default scanner device automatically. If you use
multiple scanner devices at the same time, you need to manually select which device to
work.

5.4.7 Diagnostic setting

W=
€3 VMATRIX SERVER MANAGER O language | = O X

& User Management Diagnostic Setting

= [Device Management

Auto-recovery of background services
Tu Settings

Enable A

g 8 Advanced

By enabling this aption, if the host detects that the background services do not start normally
when it starts, it will automatically try to restart the services.

ﬁ Tools

?"' Add-ons

#1 Host Information SAVE

Auto-recovery of background services: By enabling this option, If the host detects that
the background services do not start normally when it starts, it will automatically try to

restart the services.
Note: This function will only detect and start the service when the host is just turned on.

If the background services crash or is discontinued during use, it will not take effect.
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5.4.8 Login Queue Settings

@ VMATRIX SERVER MANAGER "";‘ﬂ' Language | = 0 X

& User Management Login Queue Settings

o Device Management

Tu Settings

@ Advanced

Queue depth is used to specify the maximum number of concurrent logins at the same time.

ﬁ Tools

?‘ Add-ons

41 Host Information SAVE

Queue Depth: Queue depth is used to specify the maximum number of concurrent
logins at the same time. The number can be adjusted according to the server

configuration and the speed of login users.
Note: If the queue depth value is too high, the server may cannot handle excessive user

login requests, and cause thread on pause and login timeout.

114



V[/a”dpai”[ RDS Solution With vMatrix User Manual

5.4.9 Automation Settings

L3 VMATRIX SERVER MANAGER ";ﬂ' language | = 0O X

&% User Management Automation Setting

=m Device Management

Tu Settings

%- Advanced

Auto shutdown the terminal after the terminal user logs out

Disable -

Logout disconnected session automatically(effect after restarting the host)

Mever A

Disconnect automatically when idle(effect after restarting the host)

Mever - Terminates sessions when the connection is disconnected

Disabled A
ﬁ Toaols
?" Add-ons
#n Host Information SAVE

B Auto shutdown the terminal after the terminal user logs out: If this function is
enabled, every time the terminal user logs out and returns to the login interface, a
ten-second countdown prompt will appear. After the countdown is over, the
terminal will be automatically powered off. During the countdown, you can manually

click to cancel power off the terminal.

Host List
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B Logout disconnected session automatically (effect after restarting the host):
When the specified time is reached, Logout disconnected session automatically from
the server.

B Disconnect automatically when idle (effect after restarting the host): When the
specified time is reached, disconnect automatically the active but idle (no user input)
user sessions. The user will receive a warning and be disconnect in 2 minutes. The
user can press the key or move the mouse to keep the session active.
® Terminates sessions when the connection is disconnected: when checked,

idle sessions that are automatically disconnected will also be logged out.

Idle timer expired x

#®% Session has been idle over its time limit.
L Logoff will start in 2 minutes.
Press any key now to continue session.

B Scheduled Task: Add a Scheduled Task of “Timing Shutdown"/ “Reboot The Host".

Scheduled Task

Weeakly - Sunday - 0:00 E] Reboot -

Disabled E
Daily

weeiy |

| Monthhy

Onee
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A Computer Management |;|£-

File Action View Help

=

;E'J Computer Management (Local Mame Status  Triggers i | Actions
4 m System Tools (@ Automation  Ready At 12:00 AM every Sunday of every week, start.. 2/| | yMatrix -
4 (2) Task Scheduler
4 [ Task Scheduler Libre T Create Basic Ta..
a [ Cloudpoint 7 Create Task...
. [ vMatrix Import Task..
B [ Microsoft
I vent Viewer < ‘ m ‘ > [l Display All Run...
I» &2| Shared Folders - & Enable All Task...
1 & Local Users and Groups I] General |Triggers| Actions | Conditions | Settingsl History (disabled) ‘ )
] Mew Folder... =
b @ Performance Wh teat st specify the action that will hen™
2 Device Manager en you create a task, you must specify the action that will occur when % Delete Folder
actions, open the task preperty pages using the Properties command.
4 3 storage View »
I @ Windows Server Backup Action Details =
§ . @ Refresh
=5 Disk Management Start a program cmd.exe /¢ Shutdown -5
[+ .'_}i Services and Applications ﬂ Help
Selected ltem  «
B Run ||
= End
| | & Disable
< mn >
< il ’ Froort... h

5.5 Tools

5.5.1 Broadcast Mode

Activating this mode will display the entire host screen to the users who are currently
connecting to the host. All users will lose control of their desktops when Broadcast Mode

is on.

VMATRIX SERVER MANAGER .‘;’: Language | m= (| X

User Management
Device Management
Settings

Advanced

Tools

Add-ons

Host Information Inactive

Log START

3 About vMatrix

Activating Broadcast Mode will deliver current host
screen to all logged-in users, they will temporarily lose
control of the desktop, until Broadcast Mode stopped.
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1)  Users who latter connect to the host after Broadcast Mode activation will also lose control of

their desktops and be given the host screen at the moment they enter their sessions.

2) Broadcast Mode is not effective on users who have logged in but are disconnected (back to the

device Login page).

3) When Broadcast Mode is on, desktop resolution of the effected users will be changed to that of

the host. Therefore, make sure the host desktop resolution is supported by the effected users’

monitor, otherwise, the user monitor will go blank due to desktop resolution out of range.

5.5.2 Maintenance Mode

Activating Maintenance Mode will disconnect all connecting users and also deny any

incoming connection request from users. This is often used when the host is under

maintenance.

@ VMATRIX SERVER MANAGER

% User Management
Device Management
Settings
Advanced

Tools

Add-ons

Host Information

Log

S :‘ About vMatrix

.‘;ﬁ language | = 0O X

Inactive

START

Activating Maintenance Mode will disconnect all remote
users, deny any incoming connections, until
Maintenance Mode stopped.

Note: Activating Maintenance Mode just disconnects user sessions, but not logged them out. Users

will find their files & applications still in place when Maintenance Mode is off.
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5.5.3 Diagnostic Tools

Running Diagnostic Tools will initiate a check on vMatrix Server Manager and prompts you
to fix accordingly if any problem is detected. You can also launch the Diagnostic Tools at
Programs and Features if vMatrix Server Manager cannot be opened.

VMATRIX SERVER MANAGER i’:ﬂ' language | = B X

% User Management

Device Management

Settings vMatrix Diagnostic Tools -

Advanced Detecting

Tools Detecting System Configuration...

Add-ons

Host Information

a4 Log

&5 About vMatrix

Cancel

. Cloudpoint

4 onfig Wizard

-1 Diagnostic Tools

rver Manager

Google Chrome

Search
Server Manager

Settings
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5.6 Add-ons

This page contains recommended software that may extend functionality of the
vCloudPoint System or are frequently used with vCloudPoint products. The software has
been tested compatible with the vCloudPoint system.

@ VMATRIX SERVER MANAGER i;ﬂ' language | = B X

% User Management ~

SR V. /0L/dpoint
vc/ouapoint

Advanced

=

cbﬁ'

Tools

Add-ons Home Support Add-ons
Add-ons

Host Information

O ¥ K

These software extend functionality of the
vCloudPoint system. We test every software before it
<% About vMatrix is added here. For licensing software, you may
purchase in bundle with vCloudPoint zero clients from
our sales representatives. Support is intended to be
provided by their respective owners.

Log

RDP Wrapper View
Library details...

o LAlti-nser

Note: this page connects to web page on vCloudPoint website through a web viewer window, thus
it requires time when loading contents. If you do not provide internet connection to the host, the

page contents will not show.

5.7 Host Information

This page provides an overview of the host information including real time resources
consumption, operating system, hardware and network.
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@ VMATRIX SERVER MANAGER O anguage | = O X
_ s
User Management FAd Real Time Infarmation
—_—
Device M t
eunce Managemen Physical Memary Server Uptime 00:18:42:59
- cPu B Logged-in Users 3
Settings 6%
Used 1.82 GB Remate Users 2
Available 218 GB
%ﬂ Advanced
M, Operating System Properties
Ml Tools EE Microsoft Windows Server 2012 R2 Datacenter
x64 = R
?_ P 54 05 Kernel Type Multiprocessor Free (64-bit)
E—| 0OS Version 6.3.9600.17031 (winbluegdr.140221-1952)
&3 Host Information E—| 05 Kernel Version 6.3.9600.17031
ﬁ QS Service Pack
Log
i E .I-jardware Information
L Processor Intel(R) Xeon(R) CPU E5-2670 0 @ 2.60GHz
Mother Board Intel Corporation 440BX Desktop Reference Platform
EH Physical Memaory 4,00 GB
(- Display Card VNware SVGA 2D
'[: Intel(R) 825741 Gigabit Network Connection
Network Name Ethernet(
Interface Speed 1000.00 Mbps
IP Address 192.168.0.4
Subnet Mask 255.255.254.0 -

5.8 Log

5.8.1 User Action Log

You can view all user actions since the installation of vMatrix Server Manager.
Clear: clear all User Action Logs.

Export: After confirming the start date and end date, the log can be exported as a csv file
or a txt file.
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@ VMATRIX SERVER MANAGER P language | = O X

User Management View User Behavior Log E
Device Management Behavior Record Behavior User Name Password Logged Time -
User di ct r01 2022
Settings FreEzet ser disconne usel
Advanced Firemzst User logout user(1 2022-
Tools Rraze] User logon user1 2022-
Add-ons .
Fremzet User legout Administrator 2022
Host Information
Fregzsd User disconnect  user(1 2022-
Log
Firemzet User logout user(l 2022-
Fremzet User legon user(l 2022
Fregzsd User disconnect  user( 2022~
Firemzet User logout user(] 2022-
Fremzzt User legen user(l 2022
-
Q <1 e

5.8.2 Management Action Log

You can view all management actions since the installation of vMatrix Server Manager.
Clear: Clear all Management Log.

Export: After confirming the start date and end date, the log can be exported as a csv file
or a txt file.
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VMATRIX SERVER MANAGER ";ﬂ' language | = O X

s User Management V|ew Management Log E
Device Management Operation Relevant Information Manager Logged Time -
i Set online user manage.. Administrater's view/control..  Administrater  2022-

ettings

Set online user manage...  Administrator's view/control..  Administrator ~ 2022-

Advanced
Edit user information name: Balanced; Screen Rescl...  Administrator 2022

Tools
Edit user information name: Balanced; Screen Resol..  Administrator  2022-

Add-ons
Add a new user User Mame: user10 Administrator 2022

Host Information
Add a new user User Name: user09 Administrator  2022-

Log
Add a new user User Name: user08 Administrator ~ 2022-
Add a new user User Mame: user07 Administrator ~ 2022-
Add a new user User Mame: userl6 Administrator  2022-
Add a new user User Name: usar05 Administrator  2022-

%% About vMatrix
Add a new user User Name: userl4 Administrator  2022-
Add a new user User Mame: user(3 Administrator  2022-
Add a new user User Mame: user(2 Administrator  2022- -
Q </ 1l»

5.8.3 Event Log

Clicking on this menu will open the Windows Event Viewer and locate to the log of vMatrix.
When vMatrix Server Manager encounters a problem, the vMatrix error log is helpful for
our technical team to analyze and fix problems. As a result, please export and send the
vMatrix error log to vCloudPoint technical team when you are reporting a problem. (It
requires a few seconds to open the Event Viewer. Besides vMatrix Server Manager, Event
Viewer also can be opened through Windows Start Menu.)
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@ VMATRIX SERVER MANAGER "';-F:' Language

User Management View Management Log

Device Management Operation Relevant Information Manager Logged Time

o Set online user manage...  Administrator's view/control..  Administrator ~ 2020-07-16 19:18:27
ettings

= Event Viewer |;|i-
Advanced F
File Action View Help
Tools @ $| tal|ia §
@ Event Viewer (Local) vMatrix Mumber of ev : 83 Actions
Add-ons % Custom Views -
E f:*; Windows Logs Level Date and Time Sourci ~ | | vMatrix ~
Host Information A _é| Applications and Services Lo| @Error je2 i J0E ey = Op..
Hardware Events 'g' Error 3:25:46 PM vMatr ¥ Cr..
ez Internet Explorer 'g' Error :25:06 PM vMatr -
Key Management Service 'n' Error T:23:47 PM vMatr
I+ [~ Microsoft < it 4 Cl...
Event 0, viMatrixDaemonServicelog x F Filt...
T PowerShell
|24 Subscriptions General | Details EI Pr-
~| |88 Fin..
— ) DE\.ricEManagerNEtworkPackDisposEr.InfDrmDED m Sa..
% About vMatrix i% :Devi ceInfo=ev+levInfo, System. Exception:
+hyawn Att"‘
b
View P
< mn >
m > 6l Re.. hd
Q <1 1.

5.9 About vMatrix

This page displays the current version of vMatrix Server Manger and contains a change log
describing main changes over the past versions. It also describes the ownership of the
software.

VMATRIX SERVER MANAGER ":ﬂ' Language | = 0 X
User Management
Device Management
Settings

vMatrix

Advanced Version 2.7.0.13953 (Change log)

Tools

Add-ons Copyright © 2013-2021 Cloudpoint Technology All rights reserved. This product is protected by

China and international copyright and intellectual property laws.

Host Information

Cloudpoint, the Cloudpoeint logo and the designs are registered trademarks or trademarks of
Cloudpoint Technology Co. Ltd in China and/or other jurisdictions. All other marks and names
Log mentioned herein may be trademarks of their respective companies.

16 About vMatrix
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5.10 Offline Usage

By factory default, vCloudPoint zero clients and vMatrix Server Manager Software are
configured to be used in an internet connected environment (WAN). If your host is
provided with internet, no additional configuration is required to be done.

® usert ® userl

A userl A user
Online CPU: 1% Memory: 0% Online CPU: 5% Memory: 0%
Client Name: 5100-5 Client Mame: 5100- L]
Client Model: S100 Client Model: 5100
Serial Number: ! _ Serial Number:
IDperation mode: Offline I IOperation mode: Online I
IP Address: 192.168.1.133 IP Address: 192.168.1.133
Login Time: e LR Lagin Time: L]

However, if the Operation Mode of the devices connecting to the host stays “Offline” in red
all the time, you have to re-configure the devices for offline usage, otherwise the devices
may be disconnected in every few minutes during operation.

Use cases where you may encounter this problem and need to apply for “Offline Usage”
normally includes the followings:

B you do not provide internet connection (WAN) to the host or the internet connection
is extremely unreliable;

B you use proxy or VPN or internet control software that the host cannot access our
configuration server.

How to re-configure the devices for offline usage:

1) In a non-internet connection environment, vMatrix Server Manager will prompt a
message window for offline usage configuration within 5 minutes after host boot.
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WARNING x

Detected no internet connectivity. If this non-internet
environment will continue for long, you have to re-configure
the zero clients for offline usage by following instructions on
the "Offline Usage" page at viMatrix Server Manager.
Otherwise, terminal sessions may be disconnected during
operation. If this is only a temporary internet disconnection,
please ignore this message.

™ Offline Usage

DON'T SHOW NEXT TIME E

2) Open vMatrix Server Manager, go to Offline Usage page (this page only appears when

the host is not provided with internet connection on system boot).

@ VMATRIX SERVER MANAGER i‘:ﬂ' language | = B X

User Management

Device Management

Need | configure under this menu?

Settings

Export profile

Advanced portp

To re-configure the zero clients and the management software for offline usage, you need to
export the configuration profile, and send it to the dealer. Before exporting, please connect all
client devices for offline usage to this hast, so that the series numbers (SMs) will be collected
in the file. Altematively, instead of connecting the client devices (especially in large

Offline Usage deployments), you can inform the SMNs when sending the exported file.

Tools

Add-ons EXEOR

Host Information

Import the returned configuration file

Log

When you received the configuration file from the dealer, impart to the complete the offline
configuration.
About wMatrix

IMPORT

Neote: For applying configuration files for using on different hosts, you need to export offline
profile on each hosts independently, and the returned cenfiguration file shall be imparted to
the coerresponding host only.

3) Export the configuration profile, and send it to the dealer.
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4) The dealer will return you with a configuration file based on your last exported profile.
Import the returned file to complete.

5) If your configuration for offline usage is successfully accomplished, the Operation Mode
changes from “Offline” in red to “Online” in black.

® usert ® usert
A userl A userl
Cnline CPU: 1% Mermorny: 0% Cnline CPU: 5% Memory: 0%
Client Name: 5100-5 L] Client Name: 5100- u
Client Model: 5100 Client Model: 5100
Serial Mumber: [ N B Serial Mumber: i
IDperation mode: Offline I Operation mode: Online
IP Address: 192.168.1.133 IP Address: 192.168.1.133
Login Time: = mnw Login Time: L
Note:

1)  Offline usage configuration on vMatrix Server Manager was introduced in the release of vMatirx
Server Manager 2.0.2 version, if you are planning to use the vCloudPoint zero clients in a non-
internet or unstable internet environment, please use 2.0.2 or a later version of vMatrix Server

Manager, and follow the instructions on “Offline Usage” page to process.

2) Before exporting,
please connect all client devices for offline usage to the host, so that the serials numbers (SNs)
will be collected in the file. Alternatively, instead of connecting the client devices (especially in

large deployments), you can inform the SNs when sending the exported file.

3) The host hardware when exporting the file should be consistent with the host hardware when

it is used offline in the future.

5.11 vMatrix Update

When a new version of vMatrix Server Manager is available, an update message will pop
up from the vMatrix icon at the task bar. You will also see the same message with link to
download on the “About vMatrix” page on vMatrix Server Manager.

@ Found a new version N X
A new version (7 ') for vMatrix is available.

NG E DD e e
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1 VMATRIX SERVER MANAGER O™ language | = O X

% User Management \

Configuration

.
Took vMatrix
Version * (Change log)
Add-ons 0 A new version (& %) for viiatrix is available
Host Information
Copyright € Cloudpoint Technology All rights reserved. This product is protected by China and

international copynight and intellectual property laws.
Cloudpoint, the Cloudpoint logo and design are registered trademarks or trademarks of Cloudpoint

Technology Co.Ltd in the China and/or other jurisdictions. All other marks and names mentioned herein
may be trademarks of their respective companies.

Download the new version by opening the link or visit download center at vCloudPoint

website.

After downloading, refer to the first installation steps to install :

—_

) Logout all users.

2) Disable security software to avoid mistaken report on vMatrix Installation files.
3) Runthe installer and process as it is done on initial installation.

4) Reboot system after installation completes.

5) Check if there is any new device firmware at the device Ul. If yes, then update.

6) The terminal can login to the host normally.

5.12 vMatrix Uninstall

1) Open system control panel, click uninstall a program,
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+ Control Panel

ORS)

v & | | |Search Control Panel

Adjust your computer’s settings

?,

" Network and Internet
View network status and tasks

System and Security
Review your computer's status
@ View event logs

Hardware
View devices and printers
Add a device

View by: Category ~

User Accounts
@ Change account type

Appearance
Change desktop background
Adjust screen reselution

Clock, Language, and
Region

Add a language

Change input methods

Set the time and date

Change date, time, or number
formats

Ease of Access
Let Windows suggest settings
Optimize visual display

2) Select “vMatrix”, and then click to uninstall.

- 4 @« Programs » Programs and Features

v 0| | Search Programs and Features @

Control Panel Home

View installed updates
Change, or Repair.

Organize ~

MName

=7

(wws

@ Turn Windows features on or
off

= n B e ol .
N8 . o B

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall,

= -
Publisher T
[ R )
[ TS Y

LEE™

T vMatrix |

il A
= oy - ——
-—- BB ]
M ™ T

rE oLl o

[<] [T

@ Cloudpoint Technalogy Co. Ltd

3) Click “Yes" when it prompts if you want to uninstall.
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& Are you sure you want to uninstall vBAatri?

4) Check “Remove application database directory” and “Remove log data directory”, then
click “Continue”.

Remove application database directory

Remove log data directory

Continue

5) Click “OK” when uninstall completes.

Uninstall completed.

R

0K
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Chapter 6. Trouble-shootings

1

Terminal users get disconnected every a few minutes.

You can analyze the problem according to the prompts when disconnected:

2)

3)

Network is busy. It may be that the host is under high load operation, causing network
outages.

Server-side configuration fail, cannot connect to the Configuration Server. Please
check the internet connection of the host.

Invalid serial number. Please contact the supplier and explain the situation.

The host is not shown in host list.

The list is refreshing. Please wait a moment

The host list only displays hosts on the same network segment. Please check whether
the host and the terminal are on the same network segment.

Ping the host to see if the host responds to the zero client. If not, that maybe the
network problem or vMatrix not working properly.

The vMatrix Server Manager software is not installed on the host.

The vMatrix Server Manager software has just been installed, but the host has not
been restarted.

The host has just been powered on, but the vMatrix Server Manager software has not
been opened.

Run the “Diagnostic Tool"” to check if the vMatrix Server Manager software working
properly.

If the hidden host function is set in the vMatrix Server Manager software, the terminal
needs to manually add the IP of the host.

Cannot log into the selected host.

You can analyze the problem according to the prompts:
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"

® Username or password are not available. Reset user’s password in “User Management
page of the vMatrix Server Manager software.

® The user are not create by the vMatrix Server Manager software; try to new create an
user in vMatrix to log in.

® Go to the vMatrix Server Manager software, in “User Management” page, find the user
and right-click, chose “Properties” to check whether the user is disabled.

® Server is busy. Run Task Manager on the host to check if the host CPU is under high
load operation, and unable to handle the new login users.

® The vMatrix Server Manager software versions are not paired between the host and
zero client.

4) Terminal displays “Waiting to assign IP address ".

® Check whether network devices such as network cables are properly connected.

® Make sure that the network connected to the terminal can automatically obtain an IP
address with DHCP, and select "Obtain an IP address automatically" option on the
"Network" page to try to obtain an IP address automatically.

® Check whether the network's DHCP address pool is full and unable to assign IP
addresses.

® Check whether there are duplicate IP in the network.

® [f the network connected to the terminal without DHCP, please go to “network” page
to set IP address manually.

5) USB devices do not work, there is no sound or there are lags on
scrolling or playing a video.

® Run the vMatrix Server Manager software; open “user management”-“properties”-
“Configuration”-“user default settings”, check if “Graphic Acceleration”, “Audio” and
“USB Option” are disable. It is recommend using default configuration.

® Run the diagnostic tool and check if the service is enable normally.

6) private device cannot display in terminal
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® Refresh the File Explorer page.
® The user may not create on vMatrix Server Manager.

® Checkthe permission for Storage Setting on the Vmatrix Server Manager, and re-apply
the settings if they are correct.

7) Forget the password for device lock and settings lock.

Reset the device firmware to the factory installed one.

8) The resolution setting of the terminal is wrong, so the display
cannot be displayed.

Restore all custom configurations to factory default.

9) Ifyouwant to use security software, you need to add the following
files of vMatrix Server Manager to the whitelist.
® Disable security software before installing vMatrix to ensure successful installation.

® Add “vMatrix folder” in “C:\Program Files\Cloudpoint\" to the whitelist.

® Add “cphorus.sys, cphost.sys, cprhythm.sys, cptotem.sys” in
“C:\Windows\System32\drivers” to the whitelist.
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